INPABUTEJbCTBO UBAHOBCKOWM OBJACTH

NOCTAHOBJEHUE

or 08 0% 2079 Ne 424 -n
r. IsasoBo

O6 onpenesienun yrpos 6e30NacHOCTH NEPCOHAJBHBIX JaAHHBIX,
aKTyaJbHBIX IpH 06paGoTKe NEPCOHAIBHBIX JAHHBIX B HHPOPMAMOHHBIX
CHCTEeMAaX NepPCOHAJILHLIX JAHHBIX, ONIEPATOPAMH KOTOPBIX ABJISIOTCS
IIpaBuTesibcTBO BaHOBCKOI 06J1aCTH H HCHIOJIHUTEIbHbIE OPraHbl
rocyaapcrBeHHoii Bjactu UBaHoBckol 061acTH

B cootserctBUM ¢ yacTel0 5 crated 19 @epepanbHOrO 3akoHa
ot 27.07.2006 Ne 152-®3 «O nepcoHaNbHEIX JAaHHBIX», B LEJITX 0OecreueHns
eIMHOr0 TMOJXOAa K OIpeleleHHI0 yrpo3 0e30MacHOCTH IMepPCOHATBHBIX
JanHbIX [TpaBuTenscTBO MIBaHOBCKOH OGNacTU MO CTAHOBJI Sl € T

OnpenennTh nepedeHb yrpo3 O€30MacHOCTH IEPCOHANBHBIX aHHBIX,
aKTyaJbHBIX Hpu 00paboTKe NepCcOHANBHBIX [JaHHBIX B HWH()OPMAIIMOHHEBIX
CUCTEMAX TIEPCOHAIBHBIX [JaHHBIX, ONEpaTopaMu KOTOPBIX  SBISIOTCS
IlpaBurenscTtBo  VIBaHOBCKOW  00NMacTd M HCIOJMHUTENBHBIE  OPraHbI
rocyapcTBeHHOH BracTi VMBaHoBcKo# obnacTu (npuaraeTcs).

I'y6epnatop
HBanoBckol 001acTH
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HpPUIO}KGHHe K ITOCTaHOBJIEHUIO

ITpaBurenscTBa MBaHOBCKOH 06nmacTu
or 08 04. 2019 Ne 424 -n

IHNEPEYEHD
yrpo3 6e30nacHOCTH NePCOHATLHBIX JAHHBIX, AKTYAJLHBIX NpH 00paboTke
NepCOHANBHBIX JAHHBIX B HHPOPMALHOHHBIX CHCTEMAX MEePCOHATbHBIX
AAHHBIX, ONlePATOPaMHU KOTOPLIX siBAsiioTcs [IpaBuTenbeTBO
HNBaHOBCKO# 00,1aCTH H HCHIOJTHHTE/ILHbIE OPTraHbl FOCy1apCTBEHHOMH
Bjaactu UBanoBckoii 06aacTu

1. O6mue moJOKEHUS

1.1. [Ton yrpo3amMu Oe30mAaCHOCTH TEPCOHANBHBIX JNaHHBIX Ui lieneif
Hactosmero IlepedHss MOHMMaeTcs COBOKYIIHOCTh YCIOBHHA M (DakTOpoB,
CO3JAIOIIUX OTACHOCTh HECAHKIHMOHHUPOBAHHOIO (B TOM YHCJE CIydaiHoro)
JOCTyna K IIepCOHATIBHBIM [NAHHBIM, pE3yJIbTaTOM KOTOPOrO MOTYT CTaTh
HapylleHHe  KOHOHICHIMANbHOCTH,  LEJOCTHOCTH U JOCTYIHOCTH
o00OpabaTbIBaeMbIX [1IEPCOHAIBHBIX JAHHBIX.

Ienpro 3amurel  vHGOpMAIMK B  MHOOPMANMOHHBIX  CHCTEMax
MEepCOHAJBHBIX [aHHBIX, OMepaTopaMH KOTOPHIX #ABIAOTCS IlpaBUTENBCTBO
VBaHoBCcKOH 00J1acTH M MCTOJHUTENBHBIE OpPraHbl FOCYJAapCTBEHHON BIIACTH
WBanosckoii obmactu (manee — MCIIIOH, omepatop WCII/IH), sBnsercs
obecriedeHre  KOHOHICHIMAIBHOCTH,  IIEJIOCTHOCTH ¥ JIOCTYITHOCTH
00pabaTrIBaeMbIX MIEPCOHANTBHEIX JAHHBIX.

1.2. B xauecTBe HCTOYHUKOB yTpo3 6€30IIaCHOCTH MEePCOHATBHBIX TaHHBIX
B MCII/IH MOryT BEICTYNATh CyOBEKTHl ((pU3HYECKHE U FOPUIMUECKHE JIHIA)
WM sABJIeHUs (TeXHOIeHHBble aBapuu, CTUXUlHBIE OelcTBUS U T.1L). [Ipu sTom
UCTOYHUKH YyTrPO3 MOTYT OBITH CIEIYIOIINX THIIOB!

AHTPOITOT€HHbIE HCTOYHUKH (@HTPOIOT€HHBIE YTPO3bI);

TEeXHOTeHHBIE UCTOUHHUKHU (TEXHOTEHHbIE YTPO3bl);

CTUXHUIHBIE HCTOYHHUKH (Yyrpo3bl CTUXHMHBIX OeJCTBHH, HHEIX
TIPUPOIHBIX SBICHUH).

1.3. VicTouHMKaMH aHTPONOreHHBIX Yrpo3 0€30IIaCHOCTH MepPCOHATBHEIX
JAHHBIX MOTYT BBICTYHaTh:

nuIa, OCYIIECTBIISIIOLIME NpelHaMepeHHble NeHCTBUS C LIeJBI0 TOCTyIa
K MepcOHANBHBIM HaHHbIM, conxepxautumcs B WCIIH, und HapymeHus
¢yukunonupoBanns UCII[lH wmm obcryxuBaromell ee HHOPaCTPYKTYpEI
(npegHaMepeHHBIe YTPO3b! 6€30M1aCHOCTH NePCOHATBHBIX JaHHBIX );

aMUa, — UMeoIMe  JOCTYn K HH(GOPMAlHOHHOH  cHCTeMe,
HenpeJHaMepeHHble JeHCTBUS KOTOpPBIX MOTYT IPHBECTH K HapYUIEHHIO
6e30IacCHOCTH  MHEepCOHATBHBIX  JAHHBIX  (HEHNpeJHaMepeHHBIE  YIpo3bl
6€3011aCHOCTH [IEPCOHANIBHBIX JAHHBIX).

IIpenHamepeHHble Yyrpo3bl 0€30IaCHOCTH MEPCOHATIBHBIX AAHHBIX MOTYT
OBITH peain30BaHBl 32 CUET YTEUYKU NMEPCOHAIBHBIX JAHHBIX IO TeXHUYECKHUM
KaHayjaM (TeXHUYeCKHe KaHaJbl YTeYkd HH(opMmanud, oOpabaTsiBaeMoil B




TEXHUYECKUX CPENCTBaX WHGOPMALMOHHOW CUCTEMBI, TEXHHYECKHE KaHaJIbl
nepexBata MHGOpPMaLUM NpU ee mepegaye I0 KaHaidaMm (JIMHMSM) CBs3H,
TEXHHYECKHUE KaHalbl yTeUKH aKycTH4ecKoH (peueBoil) nHbopMannn) Jmubo 3a
CHeT HECAHKIIMOHUPOBAHHOTO AOCTYTIIA.

1.4. Hacrosawmuii [lepedyeHs COOepKUT aKTyalbHbIe YIPO3Bl 0€30MaCHOCTU
HEPCOHANBHBIX JIaHHBIX, KOTOpBle MOryT ObiThb peanuzoBanbl B WCIIH,
SKCIUIyaTHPYEMBIX  IPH  OCYIIECTBJICHHH  COOTBETCTBYIOIIHX  BH/OB
NeSITeIBHOCTH, C Y4€TOM COJep)KaHHs IMePCOHANBHBIX JaHHBIX, XapaKTepa M
criocoboB ux o6pabotku. K Hactosmemy Ilepednro Takxke MpuIararorcs
NPEANONOXEHUS O BO3MOXXHOCTAX, KOTOPBIE MOTYT HCIIONB30BAaTECA IIPU
co3JaHuM crocoboB, NoAroToBke U nposexeHun arak mis VICIT/IH, B ciayyae
HpUMeHeHHs. B HHX IUII obecriedeHHs 0e3011acHOCTH HEPCOHANBHBIX AaHHBIX
CpencTB Kpunrorpaduyeckoif 3amutsl “HGopmannu (aanee - CK3HN).

1.5. [IlepeueHp TakXe COAEPXKHAT  Yrpo3bl, aKTyaldbHble s
roCyIapCTBEHHBIX HMH(QOPMAllMOHHBIX cucTeM VIBaHOBCKOUW oOnactu, B
KOTOPBIX OCYILECTBIIAETCS 00paboTKa MepCOHANBHBIX JaHHEIX. Takue CHCTEeMBI
B paMKax HacTOSIIEro AoKyMeHTa OyayT paccMmarpuBarbesi Kak MCITIH.

1.6. Hacrosumit Ilepedens comepxutr yrpo3sl  6e30macHoOCTH
NIEPCOHAIBHBIX JAHHBIX, aKTyaJlbHOCTh KOTOPHIX OIpejelieHa IO pe3ylbTaTaM
OLICHKH IIOTE€HIMajla BHEIIHUX U BHYTPEHHUX HapyIIUTeJIeH, YPOBHS HCXONHOMH
samumensocty MCII/IH, anann3a BO3MOXHBIX CHOCOOOB peanH3alliM yrpo3
6e30MacHOCTH [IEPCOHANBHBIX JaHHBIX U MOCHEACTBUN OT HapyIIeHHUsS CBOMCTB
6e30MMacHOCTU NEPCOHANBHBIX JAHHBIX (KOH(DUIEHIUAIBHOCTH, LEeJOCTHOCTH,
JIOCTYITHOCTH).

1.7. HUcrounukoM naHHBIX 00 yrposax OezomacHocTd HHMOpManuu, Ha
OCHOBe KOTOpBIX cocTaBieH Hacrosuuil [lepedens, spasrores:

Oank naHHBIX yrpo3 OesonacHoct uHpopMamuu OCTOK Poccuu
(bdu.fstec.ru, nanee - bank TaHHBIX yrpo3);

0azoBast MoJieNIb yrpo3 0e30acHOCTH NepCcOHANBHBIX AaHHBIX OCTAK
Poccuu.

1.8. Tlpu paspaborke Mopenedt yrpo3z ans WCII[H wucnonb3osanue
Hacrosinero Ilepeunst o6s13aTenbHO.

1.9. Hacrosmmii IlepedeHr NpHMEHSETCS Ha BCEX JTalax CO3JaHMs,
SKCILTyaTalldd U BBIBOMIE W3 3Kcruryaranuu MCITx.

1.10. Hacrosmuii Ilepeuens Moxet ObiTb fomonHeH oneparopoMm VUCTIIx
npu HeoOXOAMMOCTH OIpeJeNieHus yrpo3 0e30ITacHOCTH NepPCOHANBHBIX
IaHHbBIX 17 koHkpeTHO# UCIT/H.

1.11. Hacrosiuit Tepedens Noanexur nepecMoTpy B cliydae:

W3MEHEeHHsT 3aKoHojatenbcTBa Poccuiickoii Denepaudnn B yacTu
onpezeneHus yrpo3 6e30NacHOCTH IIEPCOHANIBHEIX JAaHHBIX NMPH UX 00pabortke
B HH(OpPMallMOHHBIX CHCTEMAX;

TOABJIEHUS HOBBIX yrpo3 B HCTOYHMKAaX MJaHHBIX 00 yrposax
Oe30macHOCTH MH(OPMAaIKH, HCIONb3yeMbIX B HacTosimeM [lepedne, Kotoprle
OyayT akTyaJlbHBIMH il paccMarpuBaeMbix MCT1 /1,

H3MEHEHUS CTPYKTYPHO-()YHKIIHOHATBHBIX XapaKTEPUCTHK,
NPUMEHSEMBIX ~ HHQOPMAlMOHHBIX  TEXHOJOTMA  unu  ocoOeHHocTeit
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dyaxkuuonuposanus UCITH, ciencTBUeM KOTOPBHIX CTaJI0 BOSHUKHOBEHHE
HOBBIX aKTYaJIbHBIX yIpo3 0e30IacHOCTH NEPCOHANBHBIX JAHHBIX;

MOBEBIIIEHUS] BO3MOXKHOCTH PeaiM3alliil WM OIACHOCTH CYMIECTBYIOIIHX
yrpo3 6e30MmacHOCTH NePCOHANLHBIX JAHHBIX;

OpU MOSIBICHUH CBelleHUHA M (aKTOB O HOBBIX BO3MOXKHOCTAX

HapylLIHUTENEH.

2. Onucanne HHGOPMALHOHHBIX CHCTEM NEPCOHAIBHBIX JAaHHBIX

2.1. Hacrosmmuit [lepeueHs  COOEpXHUT  aKTyallBHBIE  YTPO3E
0e30macHOCTH  TIEPCOHANBHBIX HaHHBIX, oOpabarteiBaembix B HMCII[H,
OKCILTyaTallusl KOTOPHIX CBSA3aHa C peaju3alueil TPyJAOBBIX OTHONICHHH,
OKazaHWeM  TOCYJapCTBeHHBIX  yoiIyr u  (WIH)  OCYLIECTBJICHHEM
rOCYAapCTBEHHBIX U MHBIX (DYHKIHH.

2.2. B UCII/In ofpabaTriBatoTcsi NEpCOHANbHbIE AAHHBIE Pa3IMYHBIX
00BEMOB UM KaTErOpHii, KOTOpBIe NpHHAIIekKaT CyOBeKTaM MepCOHATIBHBIX
IaHHBIX, SABIAIOIIUMCS Kak coTpynHukamu onepatopa MCIIJIH, Tak ¥ uHBIMU
JTHIIAMU.

2.3. Hacrosmmit IlepeyeHb  COHOEPKUT  aKTyalbHBIE  YIPO3Bl
6e3ornacHocT TepcoHanbHBIX HaHHBIX st MCIT/IH, KOTOpEIM HEoOXOmuMo
o0ecreyuTh YpOBEHb 3AIUUICHHOCTH [I€PCOHANBHLIX [AHHBIX HE BEIIIE
BTOpPOTO YPOBHS.

2.4. B 3zaBucumoctu ot crpykTtypsl UCIIJIH nonpasgensiorcs Ha
aBTOMaTH3HPOBaHHEIE pabouue MecCTa, JOKaNbHbIe HHOOPMAIIHOHHEBIE CHCTEMBI
¥ pacrpejieieHHble HHPOPMAIOHHbIE CHCTEMEI.

B 3aBHCHMOCTH OT HalIMYWS NONKIIOYEHHH K CeTAM CBS3HM 00ILero
nosb3oBaHus, B ToM umucne k cetd Mutepner, MUCII[An nonpasnensiorcs Ha
CUCTEMBI, UMEIOIINE NIOAKIIOUEHNS, U CUCTEMBI, HE UMEIOIIHE TIOKIIOYEHHIA,

B 3aBucuMoctH ot pexuma obpaborkn wunabopmammu HCIIIa
noJpas/IesIftoTCsA Ha OAHOMONB30BaTENbCKUE U MHOTOTIONIB30BaTENbCKHUE.

B 3aBHCAMOCTH OT pasrpaHH¥eHHs] IIpaB JOCTyNa IIOIb30BaTeNei
UCTIlH moppa3nensroTcss Ha CHCTEMBl 0e3 pa3rpaHHueHHUs] IpaB [OCTYIA U
CHCTEMBI C pa3rpaHUYEHUEM IIPaB TOCTYIA.

2.5. B UCIIIlH MOryT NOpHUMEHSTBHCH TEXHOJNOTMM BUPTYaTU3aIHH,
KIHEeHT-CEpBEpHBIE TEXHONOTMH, BHUPTyalbHBIE 4YacTHble ceTtd (VPN),
OecipoBOJIHBIE CETH  CBS3Y, YIAJICHHBIM  JOCTYH, BeO-TeXHOJIOIHUH,
KJIacTepU3allusi, CeTMeHTHPOBaHHE, MOOMIBHEBIE YCTPOICTRA.

26. B MHCIIlH He mNpHUMEHSIOTCI TEXHOJOTHH aBTOMATHU3ALUH
YOpaBNIEHUsT  TEXHOJIOTMYECKUM  IIpolieccoM, OONayHble  TEXHOJIOTHH,
TEXHOJIOTHH OOJBIINX JaHHBIX, CYNEPKOMIBIOTEPHI W TI'PUI-BBIYUCIIEHUS,
NOCPEJCTBOM KOTOPBEIX MOTYT (DOpMUPOBATHCS IOMOTHHUTENBHBIE YIPO3bL
©e30MacHOCTH IEepCOHANBHBIX JaHHBIX. B ciaywae ucnonb3oBanus B VCIIH
OIHOM M3 yKasaHHBIX TexHojorud omneparop WCII[IH n0DKEH DOMONHWTH
HacTosul [lepedeHp akTyalnbHBIMH ISl JAHHOH TEXHOJOTHH YTPO3aMHU.

2.7. C yueroM ocobeHHOCTe (YHKUUOHUPOBAHUS, HUCIIONB3IYEMEIX
CTPYKTYPHO-(YHKIIUOHATIBHBIX XapakTEePUCTUK U IPUMEHSIEMBIX



UH(POpPMAIIMOHHBIX TEXHOJIOTHH, a TaKKe ONAaCHOCTH pealu3aludl yrpos
6e30MmacHOCTH TEepCOHANBHBIX JaHHBIX Y HACTYIUIEHMs TIOCJIEJNCTBHI B
pe3ynbTaTe HECAaHKIMOHUPOBAHHOTO WM CIYy4alHOTO JOCTyla MOXHO
BEIIEUTh chaenyromue Thrnsl MCIT/H, A7 KOTOPHIX Yrpo3bl H3 HACTOSILETO
[Nepeunst OyIyT aKTyaabHBL:

1) aBToMaTH3UpOBaHHbIe paboune MecTa (Haree - APM), He umeroue
MOJK/I0UeHHe (He3allUuIIeHHOoe, 3alMIIeHHOe) K KaKHIM-JIH00 CETAM CBS3H, B
TOM 4Hcle K OecnpoBOJHBIM CeTSM CBS3U (MCKIIOUEHWE COCTaBISAIOT
OecrnpoBOJIHbIE TEXHOJIOTHUH, TIpeJHa3HaueHHBle IS (DYHKLIHOHHPOBAHHS
nepuGepHiHBIX YCTPOHCTB (KJIaBHaTypa, MAHUIYJIATOP «MBIIIE» M T.IL),
BXOJIAIIMX B cocTaB APM);

2) aBTOMATHU3HUPOBaHHBIE pabovhe MeCTa, WMEIOIIHME MOIKITIOYEHHE K
CeTAM CBS3H, BKJIOYAs CETH CBS3W OOINEro IONB30BaHUS W (WIIH) CETH
HUnrepner;

3) noxansHble UCII[H (xommiiekc APM, oOBeIWHEHHBIX B E€AUHYIO
MHGOPMALIMOHHYIO CHCTEMY ITOCPEICTBOM BbIJIEJICHHOH CeTH CBSI3H B Ipejesiax
OIIHOTO 3JaHH), HE HMEIIIHE TIOAKIIOUEeHHe K CeTsIM CBi3W oOlImero
1oJIb30BaHUs U (WH) cetd MIHTepHerT;

4) noxanenele MCII[IH (xommuiekc APM, 00beIUHEHHBIX B EOHHYIO
HHGOPMAIIMOHHYI0 CHCTeMy B Ipelenax OJHOTO 3JaHuf), HMEIOLe
MOJKIIIOYEHHE K CETSAM CBSA3M 00Inero rnonp3oBanus u (win) cetu MHTepHeT;

5) pacnpenenennsle VICIT[IH (komruiekc APM u (MiM) JOKanbHBIX
MH(MOPMALMOHHBIX CHCTEM, OOBEJIMHEHHBIX B EAUHYI0 HH(OPMAIOHHYIO
CHCTEMY IIOCPEICTBOM BEHIICJIEHHONH CEeTH CBA3M H TEPPHUTOPHAIBHO
pa3sHECEHHBIX MeXIy coboii), He HMeloIIHe TMOAKITIOUEHUE K CeTSAM CBA3H
ob1mero noyik30BaHus u (UIH) ceTH VIHTEepHeT;

6) pacrpeneneHable MCIT[IH (xommrekc APM u (MITH) JOKaTbHBIX
MH(OPMALHOHHBIX CHUCTEM, OOBEJUHEHHBIX B €IUHYI0 HH(OPMALHOHHYIO
CUCTEMYy H TEeppPUTOPHATIBHO pa3HECEHHBIX MeXay coboif), HMeromme
HOJKIIIOUEHHUE K CETSIM CBA3H OOIIEro MoJp30BaHus U (MiTH) ceTH MHTepHeT.

2.8. Bcee Ttexunueckmue cpencrsa HMCIIJIH HaxomsaTcs B Ipejenax
Poccuiickoit  ®enepaunu. Kontpomupyemoii 3omoit WCIIAH sBnsiorcs
aZIMUHHUCTPATUBHBIC 34aHUs UJIH OTHeNbHbBIE moMemieHus oreparopos MCIT .
B mpenmenax  KOHTposiMpyeMod  30HBI  HaxonsTcs  pabodme  Mecra
nojep30BaTesell, cepBepHoe o0OpyIOBaHME, a TakKXkXe CeTeBoe U
TenleKoMMyHUKauuoHHoe obopynosanue UCIT/Iu. BHe KOHTpoIUpyeMoii 30HEI
MOTYT HaXOZMUTbCA JHHHUH Mepefayd JaHHBIX U TEJIeKOMMYHHKAI[HOHHOE
obopynoBaHue, HCIIOB3yeMoe Ui HHGOPMALMOHHOTO OOMEHa IO CeTIM
CBSI3U.

Joctym B agMUHHCTpaTHBHBIE 37aHHA W (WIH)  IIOMEIIEHHS
obecrieyrBaeTCs B TOM YHCJIE C HCIOJIb30BAaHUEM CHCTEM BHJICOHAOIIONEHHS.
HekoHTponupyeMmslif BBIHOC 3a TNpelensl aIMHUHUCTPATHBHBIX  30aHUI
texHudeckux cpencts MCTI/IH 3anpernieH.

2.9. IlomenieHusi, B KOTOPHIX BeneTcs 00paboTka MepCOHANTbHAIX JAHHBIX
(manee - Ilomemenus), OCHAIIEHH BXOOHBIMH JBEPHMH ¢ 3aMKaMU.
Oneparopamu MCIIIH ycranaBnuBaeTcs IOpSIOK noctyna B [lomernexus,
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NPernsSTCTBYIONINI BO3MOXHOCTH HEKOHTPOIHPYEMOrOo IPOHUKHOBEHHUS WIIH
npebbiBaHus B 3THX [loMeIleHusIX 1L, He UMEIOINUX MpaBa JOCTyIa B HUX. B
paboduee BpeMs B Clydae yxo[a JIMI[, UMEIOLIHUX MpPaBO CaMOCTOSTEIBLHOro
noctyna B [lomemenue, a Taike B Hepabodee Bpems aBepu Ilomemnrenus
3aKphIBalOTCA Ha KoY. JlocTyr nmoctopoHHUX UL B [ToMeneHUs qOmycKaeTcs
TOJBKO B TPUCYTCTBHU JIML], UMEIOIIMX MPABO CAMOCTOSTENFHOTO JNOCTYyMNa B
naunele [TomereHrst Ha BpeMsl, OTpaHM4YeHHOE CITyKeOHOH HeoOXOAUMOCTEIO.
IIpu stoM omneparopamu MCII[IH npeanpuHUMAlOTCS MEPBI, UCKIIOUAIONINE
BO3MOXXHOCTP JOCTyIa IOCTOPOHHHUX JIUI] K 00pabaThiBaeéMbIM NMEpCOHATBHELIM
NTaHHBIM, B TOM YHCIE 4epe3 YCTpoHcTBa BBoJa (BhIBojxa) WHGOpMaluu, a
TaKX€ K HOCUTEJISIM NIEPCOHANBHBIX JaHHBIX.

YcerpoiicTBa BBoJa (BBIBOAA) HHPOpPMALIUH, YUacTBYIOIIHe B 00paboTke
TIEpCOHANIBHBIX JaHHBIX, pacrnonaratorcss B [lomemmeHusix takuMm obpaszom,
9ToOBl HCKIIOYUTH CIlydadHbI npocMoTp oOpabaTeiBaeMoit HHGOpMaLun
IIOCTOPOHHAMH JIMI[aMH, BoeAmuMu B [lomemnenue, a Takxke depe3 IBEpH U
okHa [Tomenienus.

2.10. Box (BriBoz) nepconanpHeiX ganHelx B UCTIJIH ocymiecTBisercs
C UCITOJIb30BaHUEM OYMa)XKHBIX M MAIIHHHBIX HOCHTENeH WH(OPMAIIHH, B TOM
qyclie ChEeMHBIX MAalIMHHBIX HOCHUTENed HWHpopMauud (MarHUTHBIE U
OIITHYECKHE JUCKH, (Iel-HaKoMUTeNH, HAKONUTEIH Ha KECTKAX MAarHMTHBIX
JHCKaX, TBEPJOTENbHBIE HAKOMUTENH H T.I1.) (Hajiee - MallIMHHBIE HOCUTENH),

Oneparopamu HCIIJIH ycraHaBiuBaeTcs MOPSIOK, 00eCIIeIUBAIOIIHI
COXPaHHOCTh HCIONBb3YyEeMbIX MAIMHHBIX HoOcuTeneil. XpaHATcs MalluHHbBIE
HOCHTENH TOJNbKO B IloMelneHnsX B yClIOBHAX, MPENATCTBYIOMIUX CBOOOIHOMY
JOCTYy K HHM TIIOCTOPOHHHMX JHIL. Bpigaya MAaIIUHHBIX HOCHTENEH
OCYyILIECTBJISETCS TOJBKO COTpyIHHKaM, JOMyIUeHHBIM K o0OpaboTrke
NepCOHATIbHBIX JaHHBIX.

2.11. B nemsax obecnevenus uenoctHoctu obpabarsiBaeMbix B UCITx
NepcOHANBHBEIX  JaHHBIX  onepartopel  MCII[IH  ocylIecTBASIIOT — ux
pEe3epBHUPOBaHHE B COOTBETCTBUM C  YCTAHOBJEHHBIM TOPSAKOM ¢
HCIOJIF30BaHUEM MalllMHHBIX HOCHTeNeH. B Haludyuu HMMEIOTCS KOMILIEKTEHI
BoccTaHOBJIeHHMs Ha mpumeHsiemoe B MCII/IH cucreMHoe W mpHUKIamHOE
nporpaMMHoe oOecliedeHne, a TakiKe CpeCTBa 3alUThl HHPOPMaITHH.

Hna  xmroyeBbix aneMmeHToB VCIIJIH nmpegycMOTpeHB HCTOYHHUKU
PE3epPBHOrO 3JIEKTPONMUTAHUS, IPU HEOOXOOUMOCTH NPHUMEHSIOTCS CHCTEMBI
BEHTU/ISILMU H KOHIULIMOHUPOBAHHUS BO3/yXa, a TaKXe CpelNcTBa IOXapHOM
CHTHANH3aLuH.

2.12. Obecnieuenne  aHTHUBHpYCHOro  koHTposs B  HCII[IH
OCYIIECTBIISIETCS B COOTBETCTBUH C YCTaHOBIIeHHBIM onepartopamu MCITIx
TIOPSIKOM C IPUMEHEHHEM CPeACTB aHTUBUPYCHOM 3alTUThl HH(OPMAIIHH.

2.13. B UCIJIz B mensx oGecrneueHnss Ge30IaCHOCTH MEPCOHAIBHEBIX
JaHHBIX IPH HX Iepefiaye 110 CeTSIM CBS3U OOIIEero NoJjJs30BaHus U (WIH) CETSIM
MEXIYHapOJHOro MH(GOpPMalMOHHOTO oOMeHa, B TOM 4hcie ceTH UHTepHer,
TIPUMEHSIOTCS cepTuUIUPOBaHHBIE ®Ch Poccuu CpeacTra
kpunTorpa¢pudeckod  sammtel  uHQopmanmu  (manee - CK3UM) (npm
HeOOXOOUMOCTH).




2.14. B HUCIIJIn obpabotka uHbOpMaLMH OCYIIECTBISETCS B

O/IHOIIOJIB30BATEIHCKOM U MHOT'OITOJIE30BaTEIHCKOM pexIMax.
OcyiecTBisercss pasrpaHH4YeHHe TIIpaB JgocTtyna (Habopa neHcTBH,
pa3pelleHHbIX s BBIOJMHEHMs)  Nojb3oBareneil.  Ob6ciyxuBanue

TexHu4Yeckux W nporpamMmubix cpencts  MCIIJIH, cpencts  3ammthl
nndopmanuu, B Tom gncie CK3U u cpenpl ux QyHKIMOHMPOBAaHUS, BKIIOYAs
HacTpOHKY, KOH(QUIypUpOBaHHE U paclpeleseHre HOCUTENer KIIoYeBon
uHdopmanuun  Mmexnay — monp3oBatensmu  HUCII[H,  ocymecTBusercs
NpUBUJIETHPOBAaHHBIMU  MOJB30BATeSIMH  (CUCTEMHBIE  aIMHHHCTPATOPHI,
OTBETCTBEHHEIE 3a ofecrieyeHHe 0e30MacHOCTH IEePCOHAIBHBIX AaHHEIX,
aJIMUHUCTPATOpbl 0e30MacHOCTH HH(OPMAIUU), KOTOpPHIE HA3HAYaIOTCSA H3
yuciaa ngoBepeHHbIX Jmil. Onepatopamu HCIIIIH ompeneneHbl COTPYIHHUKH
(cTpyKTypHBIE  ToOApa3neieHus),  OTBeTCTBEHHBIE  3a  obecreveHue
6e3omacHOCTH NepcoHanbHbIX faHHbIX B ICI1/IH.

2.15. K obnexram 3amute! B ICTT/IH oTHOCSTCS:

obpabaTeiBaeMble IepCcOHANbHbIE JaHHBIE;

MallIHHbIE HOCUTENH;

cpencTBa 3amMTH uHbopMauy, B ToM yucie CK3U,

cpena GYHKIMOHUPOBAHUS CPEACTB 3alIUThl HHGOPMAIMH, B TOM YHCIE
CK3H;

uH(pOpMaLIUs, OTHOCSINASACS K 3aIIUTe MePCOHATBHBIX JaHHBIX, BKIKOYAas
KITIOU€BY10, TapOJIbHYIO M ay TeHTHOHIMPYOIIYIO WH(opMaluro;

HOCHTEJH KJIIOYEBOH, IIapOJIbHOM U ayTeHTU(DULHPYFOIIeH HHpOpMaLuH;

JIOKYMEHTHI, B KOTOpBIX OTpakeHa MH(pOpMaLUs O Mepax M CpelcTBax
3ammtel UCII/IH;

BBIJI€JICHHBIE TTIOMEIIeHHS;

KaHaJbl (JIMHHUH) CBA3U.

216, HUCIJx ¢ y4ueToM uX CTPYKTypHO-(QYHKIHMOHAIBHBIX
XapaKTepUCTUK U  YCHOBMIl 3KCryaralldd, a Takke [IpUMEHSeMBIX
UHGOPMAIMOHHBIX TEXHONOTHMM M I[pPeANpUHATBIX Mep olecredeHus
0e30TacHOCTH MEePCOHANBHBIX AAaHHBIX, YKAa3aHHBIX B HACTOSILIEM pasiele,
MMEIOT CpEeIHUI YPOBEHb HCXOIHOM 3aIlUIIIEHHOCTH. |

2.17. Omneparoper HCIIJ/lH Ha TOCTOSSHHOH OCHOBE JOJIKHBI
obecnieynBaTh Mepbl obecriedeHns Oe30IacCHOCTH IEPCOHANBHBIX JIaHHEBIX,
[IPUBEJICHHBIE B HACTOSIIEM pa3felie.

3. OueHka BO3MOXKHOCTEH HApYIIHTe e

3.1. Hapymwurtenem sBusercs (HU3MYECKOe JIMLO, CIy4aiHO WK
IpefHAMEPEeHHO CoBepluaoulee ACUCTBUS, CIEACTBHEM KOTOPBIX SBISETCS
HapylleHue Oe30MacHOCTH IePCOHANBHBIX JaHHBIX Ipu uX ob6paboTke B
HUCTIn.

3.2. B 3aBUCHMOCTH OT BO3MOXHOCTH JOCTYIIa B KOHTPOIHPYEMYIO 30HY
M BO3MOXXHOCTeH IO AOCTYIMy K 00pabaThlBa€MBIM MEePCOHAIBHBIM JaHHBIM U
(unmu) x komnoHeHTaM MICI1/IH BEIgENsOTCA Cleayrolye TUITBI HapyIIHTe el
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BHEIIHWE HapyIIUTe - Julla, He uMmeromue npasa goctyna K MCIT/Ix
HJTH €€ OT/IeJIbHBIM KOMITOHEHTaM,

BHYTpPEHHHE HapyIIWTeNd - JIMLA, UMEILlHe IPaBO NOCTOSHHOTO HIIM
pazoBoro goctyna Kk ICIIJIH unu ee oTnenbHBIM KOMIIOHEHTAM.

3.3. s UCITH, yxazaHHBIX B yHKTe 2.7 HacTosmero [lepeuns, Tunos
1, 3 u 5, yuuThiBasg HX CTPYKTYPHO-(DYHKIIMOHAIbHBIE XaPAKTEPHCTHKH U
0CcoOGeHHOCTH (PYHKLIMOHUPOBAHMSI, COCTaB U 06beM 00pabaThbIBaeMBIX JAHHEKIX,
paccMaTpHUBarOTCs CIeIyIOLIUe BHIbl HapyIIUTeIen:

nauia, uMmeronme foctyn kK kommnonentaM MCTTAH (Moryt npuBnekarses
JUIST YCTAaHOBKH, HaJIQAKH, 0OCITy)KUBaHUS U UHBIX BUAOB paboT) - BHyTPEHHHE
HapyUIUTeNH;

JIUIla, UMEIOIINe JOCTYI B KOHTPOJIHPYEMYIO 30HY (0XpaHa, yOOPIIHKY 1
T.1.) - BHyTpeHHHE HAPYIIUTEIIH;

nmons3oBatenu MCII/IH - BHyTpeHHUE HAPYIIUTEIH.

3.4. Insa UCI1H, ykazaHHBIX B ITyHKTe 2.7 HacTosiero [lepeuHs, Tunos
2, 4 u 6, yuuThIBas UX CTPYKTYPHO-(QYHKLHOHAJBHBIE XapaKTEPUCTHKH U
ocobeHHOCTH (YHKIIMOHUPOBAHUS, COCTaB U 00BeM 00pabaThiBaeMBIX AaHHBIX,
paccMaTpUBAIOTCS CISAYIOUINE BUBI HAPYIIHTENCSH:

NPECTyNHBIE T'PYNNbl WIH OTHENbHbIE 3JOYMBIIUIEHHUKH - BHEIIHHE
HapyLIUTeNH;

auia, uMmeronre noctyn Kk komrnoneHntam UCTI/H (MoryT npuBiekatbes
111 YyCTaHOBKM, HaJIaJKy, OOCITy>)KMBaHUs ¥ UHBIX BUJOB paboT) - BHYTPEHHHUE
HapyIIUTeIH;

nuLa, UMEroIINe I0CTYIl B KOHTPOJIUPYEMYIO 30HY (0oXpaHa, YOOpLIMKu
U T.]11.) - BHyTPEHHHE HapYyUIUTENH;

none3oBarenu ICII/IH - BHyTpeHHHE HapyIIUTENH,;

OBIBIIME COTPYAHUKHU omeparopa wid OpiBiue nonb3oBatenu UCTINy -
BHEITHHE HapyLIUTENH.

3.5. Hapymmtenu o067amaroT CIeyIOMMMH BO3MOXHOCTSIMH IIO
peanuzanuy yrpo3 6e30macHOCTH IepcoHaNbHEIX AaHHbIX B UCTTH:

nony4yarb MHGQOpPMalHIo 00 YS3BUMOCTSX OT/AENbHBIX KOMITIOHEHTOB
UCTI/IH, omyOGIUKOBaHHYIO B O0IEOCTYITHBIX HCTOYHUKAX;

nony4aTb MHGOPMAIMIO O METOJaX M CPEACTBaX pealu3aldd yrpo3s
Oe3omacHOCTH IEPCOHATBHBIX JAHHBIX (KOMITBEOTEPHBIX aTak),
ONMyOTMKOBAaHHBIX B OOMIEOCTYIIHBIX HCTOYHUKAX;

CaMOCTOATENBEHO OCYLIECTBIATH CO3AHUE CIIOCOOOB aTaK, MOATOTOBKY |
npoBeaenue arak Ha MCIT/IH ToapKo 3a mpeesaMu KOHTPOTUPYEMOL 30HEI;

CaMOCTOSTEIbHO OCYILECTBISTh CO3JaHHE CIIOCOOO0B aTak, MOATOTOBKY U
NpoBeeHNe aTaK B MpeesiaX KOHTPOIUPYEeMOH 30HbI ¢ GU3UYECKUM JIOCTYIIOM
u 6e3 ¢msudeckoro gocryna k UCI/IH vny ee OTAETBHBIM KOMIIOHEHTaM, Ha
KOTOPBIX peajn30BaHbl MEpPhl H CPEACTBa 3allUThl HH(MOPMALIHH, B TOM YHCIIE
CK3U u cpena ux GpyHKUHOHUPOBAHHUSL.

3.6. C ydyeToM HMEIOUIUXCS IPEAINONIONKEHUH O BO3MOXHOCTAX
HapyllUTeNed 1o pealu3alliid yrpo3 0e30MacHOCTH TEPCOHATBHBIX JAHHBIX
ompezeneH 6a30Bblif (HU3KWU) NMOTEHIHAT HApPYLIATENEH MPU pealH3aluu
yrpo3 6e30MmacHOCTH IepCOHANBHBIX JaHHBIX Ul paccMmarpuBaeMbix MCITIH.




Hapymurens c 6a30BBIM (HU3KUM) TIOTeHI[HaJIOM ABJIsIeTCS
HenpoeCCHOHATIOM,  HUCIIONB3yeT CTaHAapTHOe Oo0OpyINOBaHHE, HMeEeT
orpannyeHnbie 3HaHUg 00 VICITJIH win coBceM HX He HMMeEeT, BO3MOXKHOCTH
pocryma k HCIIJlH wnu ee OTHENbHBIM KOMIIOHEHTaM OrpaHWYeHa u
KOHTPOJIUPYETCS OpraHu3allMOHHEIMU MepaMmu U cpeacteamu MCIT/IH.

3.7. Hapymmtennm ¢ ©0a30BbIM (HM3KMM) IIOTEHI[MAJIOM MOTYT
HCITIONIb30BaTh CJIeNyIOIHe CIMOCOOBl AJIA peaau3aldd yrpo3 06e30macHoCTH
nepcoHapHbIX AaHHBIX B UCIIIH:

HECaHKIMOHHUPOBAHHBIA JOCTYn H (WiIM) BO3/leHCTBHE Ha OOBEKTHI
3aIlMTBl HAa AaNlapaTHOM YypOBHE (IPOrpaMMbl  (MHUKPOIPOIPaMMEI),
annapaTHBIE 3aKJIaIKU B KOMIIOHEHTaX CHCTEMBI);

HECAHKIIMOHUPOBAHHBIM JHocTynm #u (WioM) BO3JEHCTBHE HA OOBEKTHI
3aIIUTHI Ha OOLIECHCTEMHOM YPOBHE (OIEpalliOHHbIE CHCTEMBI, TUIIEPBU3OPEI);

HECaHKIIMOHUPOBAHHBIA J0CTYyn U (WIH) BO3JAEHCTBHE HAa OOBEKTHI
3al0UTHl Ha NPHUKIAJHOM YpoBHEe (CHCTEMBI ynpasieHHsS 6a3aMH JaHHBIX,
Opay3epsl, BeO-IIPUIOXEHWs, HHBIE TIPUKIAJHblE TIPOTPaMMBEI OOINEro wu
CIIeHHANbHOIO Ha3HAYEHHS );

HECaHKIMOHUPOBAHHBIN JocTynm MW (WJH) BO3LHEHCTBHE HA OOBEKTHI
3alIUTHl Ha CETEBOM YpPOBHE (ceTeBoe 000pyHOBaHHE, CETEeBBIE MPHUIIOKEHUS,
cepBuckl) (kpome UCTIIH Tuna 1);

HECaHKI[HOHHUPOBAHHBIH (GU3UYeCKUH JoCTyn U (WJIH) BO3OEHCTBHE Ha
00BEKTHI 3alIUTHl (KaHANb!I (JIMHUU) CBSI3U, TEXHHYECKUE CPEJICTBAE, HOCUTEIH
uHpopMaLyn).

4. Ouenka yrpo3 6e3onacHocTH nepcoHaJbHLIX AaHHbIX B UCII/In

4.1. VYrpo3sl 6e30macHOCTH TNepCOHANBHBIX JAHHBIX  SABJISIOTCS
akTyanpHbiMH 11 UCITJ[H, ecnu cyIecTByeT BEpOSTHOCTh HX peaiu3aluu
HapymuTesgeM ¢ 0a30BBIM (HM3KHAM) TMOTEHIHANOM MW TaKas peaiu3aius
OpHUBEJET K HENpHEMIIeMBIM HETaTUBHBIM IIOCIEACTBHAM (ymiepOy) or
HapylleHud  KOHQHACHIUAIBHOCTH, UEJIOCTHOCTH  WJIH  JOCTYHHOCTH
o0pabaTbIBaeMbIX IEPCOHATIBHBIX JAHHBIX.

4.2. C yueTtoM cpemHero ypoBHS McxonHo# 3ammmeHHocTd MCIT]]H,
coctaBa (kareropun) u obwvema obpabartsiBaeMbix B MCIT[H mepcoHambHBIX
JIaHHBIX, a TaKKe ocobeHHocTel X o0paboTku ans paccmarpuBaembix MCITIx
aKTyaJlbHbl yYTpo3bl 0€30MacHOCTH MEPCOHANBHBIX HAHHBIX TPETBETO THIIA.
Yrpo3pl 6€30MmacHOCTH MMEePCOHABHBIX JAHHBIX TPETHETO THUIIA HE CBSI3AHBL C
HaJlMYUEM HEJIOKYMEHTUPOBAaHHBIX (HE AEKIapUpOBaHHBIX) BO3ZMOXKHOCTEH B
ucrionszyeMom B MCILJJH cucreMHOM ¥ TPUKIAAHOM  TPOTPAMMHOM
obecrnieueHuH.

4.3. YuuteiBasg IIPUPOJHO-KIUMATHYECKHE YCIIOBUS, XapaKTEepHBIE s
VBanosckoii obmacty, a Takke mOpeanpHHUMaeMble omeparopaMu FICIIn
Mepbl oOecrieueHHsT 0e30IacHOCTH IepCOHANBHBIX NAHHBIX, MMPUBEIECHHEIE B
paszene 2 HacTtosmero IlepeuHs, TEXHOTEHHEIE YIrpo3bl, & TakXe YIpo3bl
CTUXMHHBIX O€ACTBHII M HHBIX IIPUPOJHBIX SIBICHUH HEaKTYadbHBl IIs
MUCII[In, u panee OyayT paccMaTpuUBaThCS TOJBKO aHTPOITOTEHHEIE

s - e o s oo



10

(npeHaMepeHHBIe, HEMpeTHAMEPEHHBIE) YTPO3bl 6€30MaCHOCTU MePCOHANBHEIX
JAHHBIX.

4.4, C yuetroM ocobeHHocTell (HYHKUHMOHHPOBAHHUSA, HCIIOIb3YEMBIX
CTPYKTYpPHO-GYHKLIHOHAIBHBIX XapaKTepUCTHK, IPUMEHSAEMEBIX
WHOOPMALlMOHHBIX  TEXHOJOTHUH, XapakTepa W  CIOCO0OB  00paboTku
MIePCOHANBHLIX JAHHBIX W mnpeanpuHuMaemsix orneparopamu HCTLIa wmep
obecrieuennss 0€30MacHOCTH TEPCOHANBHBIX JAHHBIX, IHPHUBEIEHHBIX B
pasgene 2 Hacrosmero IlepeuHs, a Taxke BO3MOXHBIX HETaTUBHBIX
nocreacteuit (ymepba) OT peaiu3aldd INpeJHAMEpPeHHbIE YIPO3bl YTEUYKH
NePCOHATBHBIX NAHHBIX 110 TeXHH4eCKuM KananaM jns UCIIJIg HeakTyambHeL
Janee W3 TpegHAMEPEHHBIX yrpo3 Oe30MacHOCTH NEPCOHANBHBIX JaHHBIX
OyayT paccMaTpuBaThCsl  TOJNBKO  YIpo3bl, peaiM3yeMble 3a  CYeT
HECAHKIIMOHUPOBAHHOIO JOCTYIIA.

4.5. B xayecTBe 0a30BOro mepedHsl aKTyalbHBIX yrpo3 0e30MmacHoCTH
HEePCOHANBHBIX JaHHBIX s paccmaTpuBaeMbix TunoB VICII{n npuHuMarorcs
yrpo3bl, TOJNy4YeHHbIE W3 WCTOYHHUKOB MAaHHBIX OO0 yrposax O6e3omacHoCTH
uHboOpMaLUK, TIpUBEeAEeHHBIX B IyHKre 1.7 Hactosmero Ilepewns, wu
peanusyeMble BHYTPEHHUM M BHEHIHUM HapyllHTeJeM ¢ 0a30BBIM (HH3KHM)
noreHnuanoM. Ilpy o3ToM B 0a30BBIM IIepedYeHb aKTyaJlbHBIX Yrpo3
6e301acCHOCTH IMEePCOHAJIBHBIX JaHHBIX He BKJIIOYEHB! YIrpo3bl 0€30MacHOCTH
uH(popMalLyK, HHHOPMAITUOHHBIC TEXHOJOTHH JUIs (POPMHPOBAHUS KOTOPLIX B
paccmarpuBaembix Tunax UCIT/IH He npuMeHstoTCS.

4.6. B kadecTtBe 0a30BOro mnepedHs akTyaJlbHBIX yrpo3 Oe3oracHocTu
nepcoHanbHbIX AaHHbIX s UCIT/IH onepatopamu MCITIH paccMaTpuBaioTes
yIpo3bl, IpUBeAEHHbIE B pazzaeie 5 Hacroduero [lepeuns.

4.7. OneHka akTyaJbHOCTH yTpo3 0e30MacHOCTH NMePCOHANBHBIX JTaHHBIX
3 0a30BOTO TMepeuHs aKTyalbHBIX yrpo3 s paccMarpuBaeMbeix WCTTx
OCYILECTBIIIETCS C y4eTOM IIPUMEHEHHS B HUX HH()OPMALIMOHHBIX TEXHOIOI I,
HeOOXOAUMBIX JUISI OPMUPOBAHUS COOTBETCTBYIOIHUX YIPO3, BEPOSITHOCTH MX
peanu3aliy, BO3BMOXHOCTH pealli3alliid U OMacHOCTH.

4.8. BeposaTHOCTp peanuzalyl yrpo3 ©O€30NMacHOCTH MEPCOHANBHBIX
IaHHBIX OINpefensercss SKCIEPTHBIM MyTeM C Y4eTOM pPealibHBIX YCIOBUH
akcruryaranma UCTT/IH.

C y4yeTom 6a30BOro (HH3KOro) MOTEHIIMAIA BO3MOXKHEIX HapyIIHATEIeH ’
cpenHero ypoBHsS HcxomHo¥M 3amumeHHoctd  MCII[IH  BeposTHOCTS
peasin3aniMu  yrpo3 0e30MacHOCTH HepcoHanbHBIX JaHHBIX a1 VCIIIn
OlLICHHMBaeTCs He Bbiie cpefHell. OObeKTUBHBIE NPEAIIOCBUIKM JUIS Peau3aluy
yrpo3  0€30macHOCTH  NEPCOHAIBHBIX  JAHHBIX  CYILIECTBYIOT,  HO
KOMIIEHCUPYIOTCSI NPUHAMaeMbIMH MepaMu obecredeHuss 6e30macHocTH
nepconainbHbIX qaHHbIX B UCTT/IH.

OKcIlepTHas OLIEHKa BEpPOSTHOCTH pealu3alldd KaXAOH  Yrpossl
0e30macHOCTH  TEPCOHANBbHBIX JaHHBIX M3 0a30BOro  IepevHs  mis
paccmatpuBaemMbrx UCITIn conepxutces B pasaene 5 Hacrosiiero [lepeuns,

4.9. OrnacHocts yrpo3 ©e30MaCHOCTH  MEPCOHANBHBIX  JAHHBIX
omnpenensercss DSKCIePTHBIM IyTEM M XapaKTEPU3YeTCS  BO3MOXHEIMHU
HEraTHBHBIMH TIOCJIEICTBHAMHU OT UX peanu3auuu s oneparopa VCII]Ig u
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CyOBEKTOB IepCOHATBHBIX JaHHBIX.
C yderom cocTaBa (kaTeropuu) U o6bsema obpabareiBaeMblx B MICIT/In

MIEPCOHATIBHBIX JaHHBIX, & TaKXe YpPOBHS 3aIIUIIEHHOCTH NEePCOHANBHBIX
ngaaaeix B MCITJIH (He BBIIIE BTOPOTrO YPOBHS 3alWIIEHHOCTH) OMACHOCTH
yrpo3 Oe30MacHOCTH IEePCOHANBHBIX NAHHBIX Ul PacCMaTPUBAEMBIX THIIOB
HCTI/Ix oueHuBaeTcs He BBIILE cpelHeil. B pesynpTate HapylIeHHs] OAHOTO M3
CBOMCTB 0€30TIACHOCTH MEPCOHANBHBIX HAaHHBIX (KOH(QUIEHIHUATBHOCTD,
I1eJIOCTHOCTb, JOCTYITHOCTh) BO3MOKHBI YMEPEHHBIE HEraTUBHBIE 11OCJIE/ICTBHS
niist oneparopoB VICTTJIH u cyOBeKTOB epCOHATBHBIX JaHHBIX.

OrnacHoCTh yrpo3 6€30MacHOCTH NMEePCOHANBHBIX TaHHBIX, HallPaBIeHHbIX
Ha HapyllieHHe UX IeJOCTHOCTH H AocTymHoctu mpu obpaborke B MCIIH ¢
ydeToM IpeanpuHuMaeMslx orepatopamu HCIL[lz  Mep obecnevenus
0e30MacHOCTH TepPCOHANBHBIX JaHHBIX, IIPUBEACHHBIX B pa3jesie 2 HaCTOSLIEro
Ilepeuns, oueHUBaeTcs Kak HHU3Kasg. B pe3ynbrare HapyIIeHHS OHOTO U3
CBOMCTB 6€3011acCHOCTH IT€PCOHAJIBHBIX NaHHBIX (LIEJIOCTHOCTB, NOCTYNHOCTS)
BO3MOXHBI HE3HAUNTEIbHbIE HEraTHUBHEIE IIOCIEACTBUS sl OIEPaTOPOB
HUCTIIa 1 cyOBeKTOB epCOHANIBHEBIX TaHHBIX.

4.10. DkcrepTHas OIIEHKA OMACHOCTH KaxuI0H yrpo3sl Ge3ormacHocTu
MEPCOHATBHBIX JaHHBIX, BO3MOXXHOCTH HX peaIi3alliy, a TaKXe aKTyalbHOCTb
yrpo3 0e30macHOCTH NEPCOHAIBHBIX NAaHHBIX AJS PacCMaTPUBAEMBIX THIIOB
UCTIH conepxutcs B paznene 5 Hacrosiuiero Ilepeyns.

4.11. ViMeronmecs NpeAnoIoONKeHNUs O BO3MOXHOCTSAX, KOTOPBIE MOTYT
HCITOJIb30BAThCS IIPH ITOJATOTOBKE M MPOBEIACHUM aTakK JJIsA pacCMaTpPHBAEMBIX
UCII/lH, B ciydae NIpUMeHEHUS B HHUX I obecriedyeHHs 6e30MMacHOCTH
nepcoHanbHeix AaHHbIXx CK3WM, ¢ yderom 6a3oBoro (HHM3KOro) MOTEHIMAaNa
BO3MOXHBIX HapymuTened um mpeanpuHuMaeMsix oneparopamMu MCTIIH mep
obecriedeHusi 0e30MaCHOCTH TEPCOHAIBHBIX JAHHBIX, IPUBEJCHHBIX B
paszene 2 Hactosuero Ilepeyns, conepuTca B MPHIOKEHUHM K HACTOANIEMY
Ilepeusro.

S. TlepedyeHb aKTYyaJLHBIX YIPo3 6€30MACHOCTH NEPCOHANBHBIX IAHHBIX

Ne Unenrtu- HanmenoraHue yrposni AKTYyallb- Mpumeuanne
tukaTop HOCTh
yrpo3si u3 HCMOJIb30-
BaHka BaHuA
AaHHBIX (npumene-
yrpos HHA) 4TS
nocrpoe-
HUSE 1
peannza-
LHY aTaK
1. VBH.004 Vrposa anmapaTHoro copoca rnaponss Heaxtyans- Mautas BEpPOSITHOCTE
BIOS HO peanH3aiy yrpossl.
Huskast BO3MOXHOCTD
peanu3aliy yrposs.
Huskas onacHocTs
YIPO3bl
2. VYBH.006 VYrpo3a BHepeHUs KOIa WIH JaHHbIX AKTYaJIBHO Huskast BeposiTHOCTS
(TOJ’ILKO T pealn3alH yIrpo3bl.
THHOB 2, 4 CpeHss BO3MOKHOCTE




n 6)

peanu3aluy
yrpossl. Cpenss
0[1acHOCTh YIPO3bl

Cpennss BEPOATHOCTh
peanu3alyy yrpossl.

CpeaHsat BO3MOKHOCTD

L2

YBU.008

Yrpo3a BOCCTAHOBJIEHHSA

AKTyanbHO
ayTeHTHUKALHOHHONW MHBOpMAaLIMH

4. VBH.009

pean3al yrpo3sl.
CpenHsist OTIaCHOCTE
yrposbl

yassuMmolt  Bepcus BIOS

5. YBU.011

Vrpo3a BOCCTAHOBJICHHS TIPeIbITY1LE

HO

Heaxryars-

Mauas BepOSTHOCTE
peanu3auuy Yrpossl.
Huszkas BO3MOXHOCTH
peanu3aumH Yrpossl.
Huskas onacHOCTh

Vrpo3sa neaBTopuzaliuu
CAHKLIHOHWPOBAHHOTIO KIHEHTa
6ecnpOoBOHON ceTn

(Tonsko

npu
NpWMEHEHH
u
6ecrpoBOIH
BIX
TEXHOJOTHH
CBA3H)
6. YBHU.012

HO

Heakryanb-

yrpos3bl
Huskas BepoaTHOCTH
peanH3alUlH YTpo3bl.
CpenHssi BO3MOXHOCTD
peau3aua yrposbl.
Huskas onacHocTh
yrpo3sl

7. YBU.013

Yrpo3a IecTpyKTHBHOTO H3MEREHNS
KOH(UTYpauun/cpesl OKpYKeHHs
mporpaMm

Vrpo3a geCTpyKTUBHOTO

HO

Heaxrtyans-

Cpennsisi BEpOSTHOCTL
peanu3auny yrpossl.
CpeanHsis  BO3MOX-
HOCTh
peanu3aluy  yrpossl.
Huskas onachocrs
yrpo3bl

8. VBU.014

HCIIOJIb30BAHUS IeKJIapHPOBAHHOTO
dynxuponana BIOS

Heaxryansb-
HO

Huskas BeposaTHoCTh
peanu3almy yrposbl.
CpeHas BO3MOXHOCTD
peaH3alid YTpossl.
Huskas onacHocTs

Vrpo3a JNIUTENBLHOTO YAepKaHus
BBIMMCIATENBHBIX PECYPCOB
NONb30BATEIAMH

YEH.015

Heaxkrtyains-
HO

yrpo3sbl
Huskast BepoOATHOCTD
Ppeaiu3aLuu Yrposbi.
CpenHss BOIMOXKHOCTE
peati3anyy yrposbl.
Huskas onacHocTh
Yrpo3sl

10.

ero3a J0CTYNa K 3allHL1ACMbIM

(haiinam ¢ ucroas30BaHueM 00XOHOIO
NyTH

YBH.017

AKTyanbHO

Cpenssas BEPOSTHOCTS
peann3alyy Yrposbl.

CpeaHssi BO3MOXHOCTS
peanu3aLuy Yrposhl.
CpenHss onacHoOCTh

yrpo3bl

1.

Vrpo3a nocryna/nepexnara/i3MeHe U

(roneko s | HTTP cookies

THTIOB 2, 4
n 6)

YB5H.018

Heakryans-
HO

Manas BeposiTHOCTEL
peanu3aliy yrpospl.
Huzkas BO3MOXHOCTH
peanu3anuy yIrpossl.

CpenHss onacHocTh

12.

Yrpo3a 3arpy3ky HeIITaTHOMH
OTIEPAIIHOHHOH CUCTEMBI

YBH.019

AKTyalbHO

yIpo3bl
Huskas BepoaTHOCTE
pean3aLUMy yrpospl.

CpenHsast BO3MOXHOCTb
peanH3aliy yrpossl.
Cpennss ONaCHOCTh

YIPO3bI

Yrposa 3apaxxeHus DNS-xema
(TOJIbKO 1S

AXTyaJlbHO

Hwuskas BeposTHOCTS

pear3anul YIPO3bl.




13

T™HITOB 2, 4
u6)

CpenHaa BO3MOXHOCTD
peanu3aiyy Yrpossi.
Cpennss onacHoCTh

yIrpo3bl

13.

YBEH.022

VYrpo3a u30bITOUHOTO BLIACICHUA
ONEPaTUBHOM NaMATH

Heakryans-
HO

Hu3kas BEpPOATHOCTE
peau3aliy Yrpo3hl.
CpenHss BO3AMOXHOCTh
peanu3alin yrpo3bl.
Hmzkas omacHocTs
yrpo3bi

14.

YBH.023

Vrpoza HU3MCHCHHA KOMITOHEHTOB
CHCTEMBI

Heaxryanb-
HO

CpenHsst BEPOSTHOCTh
peasmanuy yrpossi.
CpenHsis BOZMOXHOCTR
peau3anuH yrposbl.
Huskas onacHocTh
yrpO3bl

15.

YBU.027

Yrpo3a uckaxeHus BBOIUMOH U
BBIBOAUMO# Ha nepugepuiiHeie
ycTpolicTBa HHpOpMauuu

Heakryans-
HO

Manas BEpOATHOCTE
peanusauMu yrpossl.
Huskast BOSMOXHOCTD
peaiu3aluy yrpossl.
Huskas onacHocTh
yrpo3sl

16.

VBH.028

Vrpo3a ucrnonas30BaHNs
albTEPHATHBHBIX NMyTell J0CTyTa K
pecypcam

AXTyalbHO

CpenHss BEpOATHOCTL
peanu3aluM yrpossl,
Cpennss BO3BMOXHOCTD
peanu3anuy yrpossl.
Cpennsist OITaCHOCTh

Yrpo3bl

17.

VBH.030

Vrpo3a HCronL30BaHUS HHPOPMaLUH
uaeHTHOUKALMN/ay TeHTUUKALIHH,
3a/laHHOMH MO0 YMOIYaHHIO

AXTyaJIbHO

Huskas BeposTHOCTL
peanu3aLmy Yrpossl.
Cpennsis BO3MOXHOCTE
peaIn3aLHK YIPo3bl,
CpeaHsis OMTACHOCTH
yIpo3bl

18.

VYBH.031

yl‘pOSﬁ HCNOJAb30BAHNA MEXAaHU3MOB
ABTOPH3ALMH IS TOBBILICHHS
IIpUBHJIETHH

AXTyaJIbHO

Hu3skas BEpOATHOCTL
peaIM3aLiy YIpo3bl.
CpenHsizt BOBMOXKHOCTH
peau3ainy yrpossl.
CpenHss OnacHoCTh

yrpo3bl

19.

VYB.034
(ToJIbKO IS
THIOB 2, 4
u 6)

VYrposa ucrnons3oBanus cnabocreif
MPOTOKOJIOB CETEBOTO/JIOKAIBHOIO
oOMeHa TaHHBIMH

AxTyaieHo

Cpennss BEPOSTHOCTh
peau3aliy yrposbl.
CpenHss BO3MOXKHOCTE
peau3aLny yrpossl.
CpenHsist ONacHoCTh

yrpo3bl

VBEHN.041
(ToneKo mis
THNOB 2, 4
u 6)

ero3a MEXCaliToBOrO CKpHIITHHra

AKTYanbHO

Hu3kas BeposATHOCTD
peau3alliy yrpossl,
CpenHaAg BOSMOXHOCTh
peanazalyH yrpossl.
CpeaHss ONacHOCTh

Yrpo3bl

21.

VBU.045

Vrpo3a HapyHIe HUS W30JISILHE CPe/Ibl
ucnonaenndg BIOS

Heaxkryans-
HO

Marnas BepoATHOCTE
peanu3alyi Yrpo3sl.
Huszkas BO3MOXHOCTE
peayi3aliH YIposel.
Cpennss onacHOCTh
YIpO3sl

VBU.046

VYrpo3a HapyLIeHHS TIPOLEAYPHI
ayTeHTHUKaLUY cyOheKToB
BHPTYanbHOTO HH(QOPMALHOHHOTO
B3aUMOEHCTBUSA

Heaxryans-
HO

Maras BepOATHOCTE

peau3aluy yrpossl.
Huzkad BO3MOXKHOCTE
peanusauut Yrpossl.

Cpeanss oacHOCTh
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Yrpo3bl
23. VBH.049 VYrpo3a HapyeHns LeNoCTHOCTH Heaxryans- Manas BepOATHOCTL
IOaHHBIX K3U1a HO peasyM3alLuy yrposhl.
Huskas BO3MOXHOCTD
peasu3alny yrposbl.
Huskas onacHocts
YTpo3sl
24. YBH.051 Yrpo3a HEBOIMOXKHOCTH Heaxryans- Maas BeposATHOCTD
BOCCTAHOBJIGHHS CECCHU paboThI Ha HO peanusaLuny yrposbl,
[13BM mpu BEIBOAE H3 Husxas BO3MOXHOCTB
TIPOMEXYTOIHBIX COCTOSHUH MTHTaHHs peas3atuH YTpos3bl.
Huzkast omacHoOCTh
_Yrpo3bl
25. YBH.052 VYrpo3a HeBO3MOXHOCTH MUTPALMH Heaxryans- Manas BeposATHOCTE
(Tonbko Wis | oOpa3oB BUPTYasbHBIX MAMINH W3-3a HO peanizalun yrposbl.
THNOB 2, 4 HECOBMECTUMOCTH allapaTHOTO H Huzkasg BO3MOXKHOCTE
u 6 npu NPOrPaMMHOTO o0ecredeHus peanu3anuy yrpossl.
MpHUMeHe- Huskas onacHocTh
HHU yIpo3sl
TEXHONOTHH
BHpTYallu-
3aL1U)
26. VBH.053 Yrpo3a HEBO3MOXKHOCTH YIPaBIEHHA HeakTtyais- Manas BeposTHOCTH
mpagamu nofb3osareneii BIOS HO peanmzanuy yrposst.
Huskas Bo3MOXKHOCTh
peanu3alliy yrpossol.
Hwuskas onactocts
Yrpo3bl.
27. YBH.058 Yrpo3a HeKOHTPOMHPYEMOTO POCTA Heaktyanb- Manas BeposSITHOCTE
(TosbKO YUCHa BUPTYaIbHBIX MAIIHH HO peanH3alfy Yrpossl.
IpU Hu3kast BO3MOXKHOCTH
NpAMeH- peanu3alMy yrpossl.
€HHUH Huzkag onacHocTs
TEXHONOrUH YTpO3bt
BUpTYaIi-
3aLiHU)
28. YBH.059 VYrpo3a HEKOHTPONHPYEMOI'0 pOcTa Heaxtyanb- Manas BepoATHOCTh
4ucIIa 3ape3epPBUPOBAHHBIX HO peanu3aliy Yrposol.
BBIYHCJIMTEIBHBIX PECYPCOB Huskas BO3MOKHOCTD
peann3aiuuy YIpossl.
Huskas onacHocTs
yrpo3sl
29. YBU.062 Yrpo3a HeKOpPEKTHOIrO UCIIONIL30BaHNA AKTyanbHO Hu3zkas BeposATHOCTD
(Tonexo 1A | NPO3pavHOro MPOKCH-CEPBEPA 3a CUET peaia3alny yrposbl.
THIIOB 2, 4 TularuHoB Gpaysepa CpenHss BO3MOXHOCTD
n6) peanu3almy yrpossl.
CpenHsisi ONacCHOCTh
'yrposbl
30. YBH.067 Vrpo3a HenpaBoMepHOTro AKTYyansHO Cpensas BEpOATHOCTE
O3HAKOMIICHUS € 3allHIaeMOH peanm3aluy yrposbi.
uHpopMmarmei CpenHss BO3MOXKHOCTh
peanu3alyy yIpossl.
Cpennsisi onacHOCTh
YIpo3bl
31 YEH.069 Yrpo3a HenpaBOMepHBIX AeHCTBHII B AKTYanbHO CpenHss BEPOATHOCTE
(ToNBKO I | KaHamax CBA3M peanu3auuy Yrpossl.
THTIOB 2, 4 CpenHss BO3SMOXHOCTE
1 0) peanuzalii YIposbl,
CpeHsis 0macHOCTh
Yrpo3bi
32. YBH.071 VYrpo3a HECAaHKLIHOHUPOBAHHOTO AKTyanbHO Huzkas BeposTHOCTD
BOCCTaHOBJICHNA yHaleHHOR peanu3aln yIposbl,

3aUTHINACMOH UHPOpMaLHK

CDCIIHM BO3MOXHOCTh
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pea3aLny Yrpo3sl.
Cpeansis onacHOCTh

yIrpossl

33. YBU.072 Vrpo3a HeCaHKIIHOHUPOBAHHOTO Heaxryann- Manas BepoATHOCTh
BBLIK/TIQUEHUA WK 06)(0}1& MEXaHu3IMa HO peanuszauudH yrpossr,
3aluThl oT 3anicn B BIOS Hu3skasg BO3MOXHOCTh

peanuzalyy yrposs.
Cpenusist ONacHOCTh
YTPO3bI

34, VBN.074 VYrpo3a HeCaHKLHOHHAPOBAHHOTO AKTYasbHO Huzkas BEpOATHOCTH
J0CTyNa K ayTeHTU(PHKALHOHHOM peanuzaluy yrpossl.
HHOPMALHH CpenHsas BO3MOXHOCTE

peasu3aiuy yrpossl.
CpeaHsia oniacCHOCTh
YTPO3bl

35. VBH.075 VYrpo3a HeCaHKIMOHHUPOBAHHOIO Heaxtyans- Masas BEpOATHOCTL
JIOCTYTIa K BUPTYabHBIM KaHaJIaM HO peanu3aluy yrpossl.
niepenayu Hwuskas BO3IMOKHOCTE

peau3aluH Yrpo3bi.
Cpennss ONAacHOCTD
YIPO3bI
36. YBH.078 VYrpo3a HeCaHKUHOHUPOBAHHOIO Heakryans- Maurast BEpOATHOCTB
(Tonbko JOCTYTIA K 3aUIHLI[AaeMbIM BUPTYAJTbHbIM HO peanu3aluu yrpossl.
npu MalllMHaM U3 BHPTYaIbHOH U (M) Huzkast BO3MOXHOCTL
npuMeHe- duznqeckoii ceth peanusalliu yrpossl.
HUK CpeiHas 0aCHOCTh
TeXHONorui yrpo3bl
BUPTYaIN-
3alHH)
37. VYBH.079 Yrpo3a HeCaHKIIMOHUPOBAHHOTO Heaxryans- Maras BEpOATHOCTh
(Tonbko AOCTYIIA K 3aIIALAeMbIM BUPTY ATBHBIM HO peanu3alHu Yyrpossl.
TpH MaUIyHaM cO CTOPOHBI APYTHX Huskast BO3MOXHOCTH
npHMeHe- BUPTYaNbHBIX MALIVH peasu3alyy yrpossi.
HHH CpenHsist OacHOCTS
TeXHONOruf YTpo3sl
BUPTYalu-
3aUUN)
38. YBH.083 Vrpo3a HecaHKIMOHHPOBAHHOIO AKTyallbHO Huskas BepoSTHOCTH
(Toabko g | mocTyna K cucTeMme 1o 6ecripoBOAHbIM peanuzalii yrposml.
THNOB 2, 4 KaHanam CpenHssa BO3MOXHOCTb
¥ 6 mpH peann3alAy YIpossl.
NpUMeEHe- CpeaHsis onacHoCTh
HUH yrposbl
TEXHONOTUHI
6ecriposon-
HOI1 CBA3H)

39. VBEH.084 Vrpo3a HecaHKIMOHUPOBAHHOTO AKTYansHO Cpenansia BEpOATHOCTE
AOCTYIMTA K CHCTEME XPAHCHW TaHHbIX peajiu3allHi YIrpo3nl.
U3 BHPTYaJibHOH H (MITH) PH3UFECKON CpenHas BO3MOXKHOCTb
ceTH peanH3auif yIrposkl.

Cpennss onacHocTh
YIPO3bI

40. YBH.086 Vrpo3a HecaHKLHOHHUPOBAHHOTO Heaxryans- Huskas BEPOATHOCTD |
M3MEHEHHS ayTeHTH(UKaLMOHHOM HO peasiH3alHy YIPO3kl.
HHpOpMALIH CpenHss BO3MOXHOCTE

peaTu3alty yrpossl.
Huskas onacHocTs
YTPO3bI

41. YBI.087 VYrpo3a HeCaHKLMOHHPOBAHHOTO Heaxryans- Mastas BeposSTHOCTD

HCIOJb30BaHUS NPUBUIIETHPOBAHHBIX HO peanH3ate yrpossl,

¢bynkuuit BIOS

Hnskas BO3MOXKHOCTL
peau3antH yrpossl.
CpenlHAs OnacHOCTE
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yrpo3bl

YBH.088

Vrpo3a HeCaHKLMOHHPOBAHHOIO
KOIMPOBARHS 3aHLIAEMO
HHQOpMATUH

AKTyanbHO

Cpennsst BeposSTHOCTh
peaji3aliH YIpo3bl.
Cpenuas BO3MOKHOCTE
peanu3alun yrpossl.
Cpennsist ONacHOCTL

yrpo3bl

43.

VBH.089

Yrpo3a HecaHKLIHOHUPOBAHHOTO
penaKTHPOBAHHS PeecTpa

AKTYaQJIbHO

Cpennss BEpOSTHOCTE
peanu3aluy Yrposel.
CpenHsisi BOSMOXHOCTE
PpeaJii3allluy YIPO3kl.
CpenHsist ONacHOCTD

yrposbl

44,

YEH.090

Yrpoza HeCaHKIMOHUPOBAHHOTO
CO3IaHNs Y4eTHOM 3anucu
M0J1B30BATENIS

AXKTyansHo

CpenHsis BEpOATHOCTE
peaNH3allH Yrpo3kl.
Cpeausisi BO3MOXHOCTD
peanusaliuy yrposhl.
CpenHsist OMaCHOCTE
Yrpo3bl

45.

VBH.091

Yrpo3a HeCaHKLIIIOHHPOBAHHOIO
yOaneHus 3alyiaemoil Hngopmalum

Heakrtyans-
HO

Hnzkas BepoATHOCTD
peanusallu yrposol.
CpenHsast BO3MOXHOCTh
peanu3aniu yrpossl.
Huskas onacHocTs
yrpo3bl

46.

VBH.093

Yrpo3a HeCaHKIHOHHPOBAHHOIO
ynipaiieHns Sydepom

Heakryans-
HO

Manas BepoSTHOCTS
peanuzaniy yrposal.
Huzkast BO3MOXHOCTE
peany3auru yrposel.
Huskas onacHocTh

YIPO3BL

47.

VBH.098
(Tonbko nus
Tunos 2, 4
u6)

Yrpoza 06HapyKeHHS OTKPBITEIX
MOPTOB ¥ HACHTU(PHKALIUN
TIPHUBA3AHHBIX K HEMY CETEBbIX CIIyXKE

AKTyaJNsHO

Cpennsist BEpOATHOCTE
peanmu3aly yrposel.
Cpeiass BOIMOKHOCTh
peaTH3aLHn yrposs.
CpeaHsas OnacHOCTh

_yrpo3sl

48.

YBH.099
(Tonpko mas
T™NOB 2, 4
u6)

Yrpo3za oGHapyKeHUS XOCTOB

AxTyanbHo

CpeaHss BEPOATHOCTE
PeanH3aLnH YIPO3EL.
Cpenuss BO3MOXHOCTE
PEATH3aIHY YTPO3LI.
Cpennss onacHoOCTS

YIpo3bl

49.

YBN.100

Vrpo3a 06x01a HEKOPPEKTHO
HaCTPOEHHBIX MEXaHU3MOB
ayTeHTUQUKaUHN

HeaxTyaib-
HO

Manas BepoaTHOCTL

peajln3anuy yrposhl,
Huskas BO3MOXHOCTS
peanu3auy yrpossl.

CpenHss onacHoCTS

Yrpossl

50.

VBH.103
(Tonsxo Iy
THIOB 2, 4
u6)

Vrpo3a ornpezieneHns THNOB 00bEKTOB
3aIUUThI

Heakryans-
HO

Cpensss BEpoATHOCTS
peanu3aLumEn Yrpossl.
Cpenuag BOIMOXKHOCTE
peanu3aluy yrpospl.
Huskas onacHocts

yIrpossl

VBH.104
(Tonsko mns
THIIOB 2, 4
H6)

Yrpoza onpeaeneHns ToNonAoTHH
BBIYUCITUTENIEHOM CeTH

Heaxryains-
HO

CpenHas BepOSITHOCTS
peanm3auyH yrpossl.
Cpennsis BO3MOXKHOCTE
peanu3auny yrpossl.
Huskas onacHocts

YIpO3bl

52.

VBI.108
(TOIbKO

Yrpo3a ounbky 06HOBNEHUA
THIIEPBH30PA

Heaxtyains-
HO

Marnas BEpOATHOCTH
peaTu3alliy Yrpossi.




17

Hu3kasg BO3MOKHOCTS

pn
npHMeHe- peanu3aLiy yrposbl.
HUH Huskas onacHocTh
TeXHOJIOTHHA Yrposhl
BHPTYyaNH-
3alun)
53. VBU.113 Yrposa nepe3arpy3kH annapaTHeiX 1 Heaxryans- CpenHss BepOSITHOCTE
MpOrpaMMHO-aNNapaTHEIX CPEACTB HO peanu3aluMy yrposbl,
BBMHCITUTENEHONH TEXHHKH CpeaHsist BO3SMOKHOCTD
peanH3allH yIPo3bl,
Huskas omacHocTh
yIpo3sl
54. VBH.115 Vrpo3a nepexsara BBOAMMOH H Heakryanb- Manast BeposSTHOCTh
BBIBOZMMO}# Ha niepHepriinbie HO peanusali yrpossi.
ycTpoiicTBa nHbopMaLHU Hw3kas BO3MOXHOCTb
peanuzalyiy yrposel.
CpenHsas oracHoOCTh
yrpo3sl
S5. YBHU.116 VYrpoza nepexBaTa JaHHBIX, AXTyannHoO CpenHss BEPOATHOCTE
(ToABKO M1 | TIEPENaBaeMbIX N0 BBIYHCIUTEILHON peanusaliy yrpossl.
THNOoB 2, 4 ceTH CpenHsas BOIMOXHOCTS
u 6) peanu3aliy yrpossl.
CpenHsist OMMaCHOCTH
YIpo3bi
56. VYBH.121 Yrposa noBpexAeHNSA CUCTEMHOIO Heakryans- Manas BepOsSTHOCTE
peecTpa HO peanH3auny yrpospl.
Huzkast BO3MOXHOCTL
peanuzauuy yrposel.
Hwuskas onacHocts
YTPO3BI
57. VBH.123 Yrpo3a noabopa mapons BIOS HeakTyans- Manas BeposiTHOCTE
HO PeaTTM3alM YTPO3bI.
Huskas BO3MOKHOCTH
pean3aii yrpossl,
Cpennss onacHocTsb
yrpo3sl
58. VYEH.124 Yrpoza noanenky sanuceii xypHana Heaktyans- Manas BepoATHOCTh
perucTpalii cobblTHI HO peaIn3aLnH yrposbl.
Huzkag BO3MOXKHOCTH
pealu3alny yrposbl,
Husxkas onacHocTts
_ yrpo3bl
59. YBH.125 Vrposa noakmoueHns k 6ecnpoBOAHOI AKTyallbHO Huskas BepoATHOCTh
(Toasxo st | cery B 06X01 NpoLEAypHI! peasH3aLHH YTPO3b,
THIIOB 2, 4 ayTeHTHUKaLH Cpenasas BOSMOXKHOCTE
U 6 npu peanu3aiyy yrpossi.
IpHMeHe- CpenHss onacHocTs
HUK Yrpo3bi
6ecrpoBoa-
HEIX
TEXHOJIOrHH
CBA3H)
60. YBH.126 Vrposa noaMeHsi 6eCIpoBOSHOTO AKTyalbHO Huskas BeposiTHOCTD
(ToNbKO U1 | KIIMEHTA WIH TOYKH NOCTYyIa peanu3aLny Yrpossl.
THIOR 2, 4 CpenHas BOIMOXKHOCTS
U 6 npn peasM3aliiy YTPO3bl.
IpAMeHe- Cpepnsisi OHACHOCTS
HUH Yrpo3bl
6ecnpoBon-
HBIX
TEXHOJIOTHH

CBS3H)
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61. YBU.128 VYrpoza o iMeHbl JOBEPEHHOTO AKTyalbHO Huzkag BeposTHocTh
(TONBKO 1L | TOJBL3OBATENS pea3alny yrpossl.
THROB 2, 4 Cpengss BOIMOXKHOCTE
1 6) peau3aliy yrpossi.
Cpenttss ONacHoCTL
yrpo3sl
62. VBU.129 Vrpo3a mogMeHsl pe3epBHOl Komun Heaxrtyans- Manas BeposSTHOCTE
nporpamMMHoro obecneueHus BIOS HO peanu3anuH yrpossl.
Huzkas BO3MOXHOCTS
peaii3aLMy yrposkl.
Huskas onacrocTs
~ yrpo3sl
63. VYBU.130 Vrposa 0oIMeHs! COREPKIMOro Heaxkryans- Manast BepoATHOCTL
(TOJI):K() AJis CETEBLIX PECYPCOB HO peanu3alyy yrpospl.
THIOB 2, 4 Huzkas BO3MOXHOCTH
u6) peanu3ali| Yrposkl.
CpenHsst OIIACHOCTE
__yrpo3bl
64. VYBH.133 Vrpo3sa nosy4ueHns cBeCHUH O Heaxryans- Mauras BepOATHOCTh
(Tosbko Ui | BJajesnblie GeCIpOBORHOIO yCTpolcTBa HO peau3alMy Yrpossl.
THTNOB 2, 4 Huskast BO3MOXHOCTE
n 6 npu peanu3alni yrpossl.
npuMeHe- Huskas omachocts
HUH yrpo3bl
fecnpoBoa-
HbIX
TEXHONIOTHH
CBA3H)
65. VBH.140 VYrpo3sa NpHUBELEHNS CHCTEMBI B Heakryains- Cpennss BEpPOATHOCTD
COCTOSIHHE «OTKa3 B 00CITY >KUBAHHIY HO peanH3anuy yrpossl.
CpenHsA BO3MOXHOCTD
peanzaLiuy yrpossl.
Huskas omacHocTs
Yrpo3bl
66. VYBH.144 Vrpo3sa nporpamMMmHoro cépoca naposs Heakrtyais- Marnas BepoATHOCTD
BIOS HO pealn3aluy Yrposbl.
Hu3kas BO3MOXHOCTE
peajiu3aliy yTpo3bl,
CpeHAS onacHoCTh
yrpo3bl
67. YBH.145 Vrposa nporycka npoBepku Heakry Manad BepOsATHOCTE
LETOCTHOCTH IPOrPaMMHOI0 Heakryans- peanu3aluy Yrpossl.
obecrienenus HO anbHO Huzkas BO3MOXKHOCTE
peaiu3aliy YIrpossl.
Huszxas opacxocth
yrpo3sbl
68. YBU.151 Vrpo3a ckaHUpoBaHus BeO-CEpBHCOB, Heakryans- Huskas BEpOsITHOCTL
(Tonbko i | pa3pabOTaHHEIX HA OCHOBE A3bIKA HO peaNn3aLny yrpossl.
THIOB 2, 4 onucannss WSDL CpenHsas BO3MOXHOCTE
u6) pealiM3aluy YIpo3bl.
Huskas onacHocTh
YIpo3bI
69. VBH.152 Vrposza yraneHus Heakryans- Marnas BeposTHOCTE
ayTeHTHQUKATWOHHOH WHGOpMALIH HO PEATH3ALNA YTPO3bI.
Huskas BO3MOXHOCTE
peaiu3allii yTrpossl.
Huskast onacHocTh
yrpo3bl
70. VBH.153 Yrpo3a ycuaeHus BO3eiCTBHA Ha Heaxryans- Huzkas BepoATHOCTh
HO peanu3aluy yIpo3bt.

BbIYHCIIMTENBHBIE PECYPChI
noJib30BaTeell Npy MoMoLIu
CTOPOHHHX CEPBEPOB

Cpenusist BO3MOXHOCTE
peanu3aniy yrpossl.
Hu3kas onacHOCTE




yrposbl

71. VBH.155 Vrpo3a yTpaThl BEIMHCIUTENbHBIX Heaxtyansb- Hu3skas BepOSTHOCTh
pecypcoB HO peanu3alldy yrpo3bl.
, , CpenHas BOIMOXHOCT
peanu3alyy yrposbl.
Hu3kas onacHocth
YIpo3bl
72. VBU.156 Vrpo3a yrpaTsl HocuTe el AKTyaJibHO Huskag BeposSTHOCTE
HHQOpMaLU peanu3aliH yrpossl.
Cpennss BO3MOXHOCTD
peasu3alMH yrpossl.
Cpeansis OAaCHOCTD
73. YBHU.157 Yrpo3a GpU3U4ecKoro BhIBEACHHS H3 Heakryanb- Manast BepoATHOCTH
(TONBKO IS | CTPOS CPEHCTB XpaHeHus, o6paboTku u HO peanmanuy yrposst,
THIIOB 2, 4 (w11) BBOAA/BHIBOJA/TIEpE A H Huzkas BOZBMOXHOCTE
n6) HHGOPMaLIUH peanu3aliy yrposol.
Huskas onacsoctb
yrpo3sl
74. YBH.158 VYrpo3za GopMaTupoRaHUs HOCHTENEH Heaxryans- Majas BeposTHOCT
HHpOpMaLHK HO peasu3aLui yrpossl.,
Huzkas BO3MOXKHOCTE
peayu3aniy yrpossl.
Huzkas ormacHocTh
YIPO3bl
75. YBH.159 Vrposa «popcHpoBaHHOrO Beb- AKTyaJIbHO Huzkas BeposTHOCTE
(tonbko ans | Gpay3mHray peanusanMu yrpossl.
THTIOB 2, 4 ' Cpennss BO3MOXHOCTS
u 6) peayT3anuy yrpossi,
Cpenssis omacHOCTh
YIpO3B!
76. VBU.160 Vrpoza XWIUeH!s CPENCTB XPaHEHNs, Heaxryans- Marnas rRepOsSTHOCTL
(roneko s | ob6paboTku M (i) HO peanusamuM yrpossl.
THIIOB 2,4 | BBOJa/BBIBOJA/Tepeniady HHOpMaLUH Huskast BOSMOXKHOCTE
u 6) peanu3aivy yrpossi,
CpenHas 0nacHOCTH
_YIpo3bl
77. YBU.162 Yrposa 3xcruryataniy LugppoBoit Heaxtyams- Marnast BeposiTHOCTh
TOUTHCH IPOrPaMMHOTI0 KoJlla HO peamu3auni yrpossl.
Huzkas BO3MOXHOCTS
peain3aLny yrpossl.
Huskas onacrocts
Yrpo3bl
78. VBI.167 Vrpoza 3apaxeHHs KOMILIOTEpPa MpH AKTY&JIBHO CpenHas BEpOATHOCTh
(TOonBKO U1 | MOCELUEHHH HeOnaroHaleKHbIX CalToB peann3alny yrpossl.
TUNOB 2, 4 CpenHsia BO3MOKHOCTB
n 6) peasIH3aLuy YIposbl.
Cpenuss onacHoOCThL
YIpo3bl
79. VBH.168 Vrpo3sa «kpaxu» ydeTHOH 3aIHCH AKTyansHO Huskas BeposATHOCTH
(TONIBKO LIS | JAOCTYMNA K CETEBBIM CEPBHCAM peanH3aluy YIpo3hl.
THNOB 2, 4 Cpenssis BO3SMOXHOCTh
n6) pealu3auuy yrposml.
Cpenas onacHocTs
Yrpo3sl
80. YBH.170 Yrpo3a HenpaBOMEPHOro WH(POBaHUL Heaxryans- Huzkas BEpOATHOCTD
(tonpko mnsg | wH(OpPMAIMH HO peanu3aluy YIrpo3ml.
THIIOB 2, 4 CpenHsst BOSMOXKHOCTE
u 6) peaniauyu yrpoisl.
Huzkas onacHocTh
yrpo3sl
81. YBU.171 Yrpo3a CKpbITHOT'O BKJIIOUECHHS Heakryas- Huskas BepoATHOCTE
(ToNbKO A1 | BBIMUCIMTENLHOIO YCTpOHCTBa B HO peanu3aluy yIpossl.

THIIOB 2, 4

cocTas 60T-CeTH

CpeiHssi BO3MOXKHOCTD
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H6)

peau3aluy Yrpossl.
Huskas onacHoCTh

YIPO3bI

VBU.172
(ToJIBXO U1K
THnoB 2, 4
u 6)

Vrpo3a pacnpocTpaHeHus «IOYTOBBIX
Hepaei»

AKTyanbHoO

CpenHssa BepOSTHOCTB
peayi3aluy yrpossr.
Cpennss BO3MOXHOCTS
peanH3alun yrpo3sl.
Cpennsist OMacHoOCTb

YIPO3BI

83.

VEU.173
(ToNBKO WA
TunoB 2, 4
uo)

Vrpo3a «cnamay Beb-cepBepa

Heaxryairs-
HO

Cpennss BEpOSITHOCTE
peanu3alif yIrpossl.
Cpenusas BOSMOXHOCTb
peaNu3aluuy Yrpo3el.
Hu3sxkas onacrocts
YIpo3bl

84.

YBH.174
(Toneko mas
THIOB 2, 4
u6)

Vrposa «apMuHray

AXTyansHo

Huzkas BepoSTHOCTE
peaTH3auy YIpo3sl.
Cpennss BO3MOXHOCTh
peanu3ayi yrpossl.
Cpennas onacHocTh
Yrpo3bl

8s5.

YBU.175
(ronbko ans
THNOB 2, 4
u 6)

Vrpo3a «(pHmpHray

AKTyanbHO

CpenHss BEpOATHOCTh
peanuzaliy yrposal.
CpelHsst BO3MOXKHOCTL
peanuzauni yrpossi.
Cpenusas onacHoCTs
yrpo3bl

86.

VBH.176
(TonsKO Ans
THTIOB 2, 4
" 6)

Vrpo3a HapyLIeHuUs
TEXHOJIOTHIECKOr0/IPOH3BOACTBEHHO-
ro Mpolecca H3-3a BPEMEHHBIX
331€PKEK, BHOCUMBIX CPEICTBOM
3anINTEL

Heaxtyass-
HO

Martas BepOSTHOCTE
peanu3aumi yrpossl.
Huskas BO3MOXKHOCTE
peanu3aury yrpossl,
Hwuskas onacHocTs

YIPO3bI

87.

YBU.177

Vrpo3a HENOATBEPKACHHOTO BBOJA
JaHHEIX OMEPaTOPOM B CHCTEMY,
CBA3RHHYIO ¢ 6e30MacHOCTRI0

Heakryans-
HO

Manas ReposATHOCTL
peatH3aluy yrpossl.
Huzkast BO3IMOKHOCTS
peanu3alyi yrpossl.
Husxas onacHocTs
YIPO3bl

88.

YBH.178

Vrpo3a HeCaHKIHOHHPOBAHHOTO
UCTIONb30BAHNS CUCTEMHBIX H CETEBbIX
YTWIHT

AKTYansHO

CpeiHss BEpOSTHOCTE
peaH3alul Yrposbl.
Cpenmsis BO3MOXHOCTS
peanH3alny yTpossl,
Cpennsig OnacHoCTh

yrpo3sl

89.

YBU.179

Vrpo3a HeCAaHKUMOHUPOBAHHOMN
Mo puKaLnY 3aIUIaeMOn
nH(popManun

Heaxryans-
HO

CpenHss BEPOATHOCTE
PEATH3aLHHN YIPO3bl.
CpenHsas BO3MOXHOCTS
peasH3aluy yrpossl.
Huzkas onacHocTs

_yrposst

90.

YBH.180

VYrpo3a 0TKa3a HOJACHCTEMbI
ofecnedeHus TEMIEPaTypHOro pexxuMa

Heaxryans-
HO

Manas BeposSTHOCTD
peanu3auuy Yrpossl.
Huzkas BO3MOKHOCTE
peaii3alui YIPo3kl.
Hu3kas omacHocTs

yrpo3sl

91.

VBH.182

Vrpo3a pU3MYECKOro yCTapeBaHus
almapaTHLIX KOMIIOHEHTOB

Heakryanp-~
HO

Manasi BepoSTHOCTD
peanu3auyy yrpossl.
Huskas BO3MOXKHOCTD
peanu3auiy yrpossl.
Huskas onacHocTs
yTpO3BI
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92.

VBW.185

Yrpo3a HeCaHKLUHOHHUPOBAHHOIO
M3MEHEHHS [TapaMeTpoB HAaCTpoTiku
CPEICTB 3aUMTh HHPOPMALU

Heaxryans-
HO

Manas BeposTHocTh

peanu3alliy yIpo3si.
Huzkas BO3MOXHOCTS
peanu3aunu yrpossl,

CpenHsst 0racHOCTh

YIpo3bl

93.

VBU.186
(TospKO It
Tunos 2, 4
1 6)

Yrpo3a BHeIPeHHs BPEIOHOCHOTO Koaa
yepes peKiaMy, CepBHCEl 1 KOHTEHT

Heakryans-
HO

CpeaHss BEPOITHOCTh
peajii3aliy yrpossl.
Cpentss BO3MOXKHOCTS
peann3aLum Yrposb.
Huskast ormacHOCTh

__yrpossl

94.

VBU.191

Yrpo3a BHeAPEHMA BPEIOHOCHOTO Koja
B JHCTpuOyTHB IPOrpaMMHOTO
obecnieuenus

AKTYyaJbHO

Huzkas BeposaTHocTh
peanusaluny yrpossl.
CpenHsst BO3MOXKHOCTS
peaH3aluy YIpo3ssl.,
CpenHsas ormacHOCTb
yrpo3sbl

9s5.

YBH.192

Yrpo3a HCNOJIb30BaHHA YA3BUMBIX
Bepcuit porpaMMHoro ofecnedenus

AxTyanbHO

CpenHsisi BEpOATHOCTh
peanu3alun yrpossi.
Cpennss BO3MOXKHOCTS
peayiM3alii yrposel,
Cpenuss omacHoCTh
YIpO3bl
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Ipunoxenne x IlepeyHro yrpos

6e30MacHOCTH NepCOHANBHBIX TaHHBIX,

aKTyaJbHBIX pH 00paboTKe epCOHANbHEIX

JTAHHBIX B HHQOPMAIIMOHHBIX CHCTEMAX

MIEPCOHANIBHBIX JaHHBIX, OTIEPATOPaMH KOTOPBIX ABISIOTCS
[TpaButenseTBO VIBaHOBCKOW 001aCTH M UCTIONHUTEIBHEIE OPraHkbl
rocyfapcTBeHHoM Bitact ViBanoscko# obmactu

ITpeanoJioxkeHHsI 0 BO3MOKHOCTSAX, KOTOPbIe MOT'YT HCNOJIB30BaThCH
NPH CO3JaHHH CNOCO00B, MOAroToBKe H NpoBeaeHnHu aTak A MCII/Ix,
B KOTOPBIX UIs1 0GecnedeHHs1 6€30NaCHOCTH NEePCOHANBHBIX JAHHBIX
npuHaTo peenue npumedennss CK3H1

Ne YToyHEeHHbIE AKTyaJbHOCTH O06ocHOBaHHAE OTCYTCTBHSI
BO3MOKHOCTH HCIONL30BAHUS
Hapymmre/ei u JUIS TOCTPOEHHS H
HaNPAaBJEHHSs ATaK pPeayH3anHH aTaK
{cOoOTBETCTRYIOLIHE
AKTYAJLHbIC YIPO3bl)
1. [lpoBenenue ataku npu AKTyansHO

HaxXxOXJISHHH B IIpefenax
KOHTPOJIUPYEMOii 30HB!

2. IpoBeaexne arak Ha HeaktyansHo [TposoasiTest paGoTs! No onbopy
JTare IKCrayarainm COTPYAHUKOB, IPUBHIIETHPOBAHHEIE
CK3HU Ha cnexyrouue noss3oparend MCITJIH HasHavaroTCa u3
00BeKThL: YHCJIa JOBEPEHHBIX JIHLL,
JnoxymenTaumo Ha CK3U Ob6ecneunBaeTCs KOHTPOJUPYEMBIH
W KOMIOHEHTEI CPe/Ibl JIOCTYT (KOHTPONIUpYEMAd 30Ha) B
(YHKLIMOHHPOBaHNS; aJIMMHVCTPATHBHBIE 342BUA U (WITH)
MIOMEIIEeHHS, B KOTOPbIX nomemenus ¢ komnonentamu UCI1x.
HAXOASTCSH KOMIIOHEHTH Vka3aHHbie TOMEIEHUS OCHAUIEH
UCTI]IH, Ha KOTOPBIX BXOJ[HBIMH JIBEPBMU C 3aMKaMH,
peamnzosanbl CK3H 1 YCTaHOBJIEH TOPANOK JOCTYIIA B 3TU
cpesa TIOMEUICHNUS, NPEeNITCTBY 0NN
(hYHKUUOHUPOBaHHS BO3MOXHOCTH HEKOHTPOJINPYEMOTo

IPOHUKHOBEHHS WK NpeObIBAHAA UL, He
UMEOLLMX NpaBa JocTyna B HuX. B
pabouee BpeMs B cnydae yxoJna Jiui,
HMEIOLIHX [IPABO CAMOCTOATENBHOTO
JIOCTYNa B YKA3aHHbIE TOMELIEHHNS, a
TaKKe B Hepabouee BpeMs IBEPU 3THX
NOMelUleHNH 3aKphIBAtOTCA Ha KJIIOY,
JloCTyTl NOCTOPOHHUX JIHI] B IOMEUIe U
¢ xomnoHentamu VICT1JIH nonyckaercs
TOJIBKO B IPUCYTCTBUH JIML, UMEIOLIMX
NpaBo CaMOCTOSTENLHOTO JOCTYIIA B
JIAaHHBle TIOMEILEHHS Ha BpeMs,
OrpaHndeHHoe clyKeOHOoH
HeoOxoauMocTsio. TTpH 3TOM
NPEANPUHUMAIOTCS MEPBI, HCKITFOYAIoI e
BO3MOXKHOCTb IOCTYI14 IIOCTOPOHHUX U1
K 06pabaTbiBaeMbIM NEePCOHATLHBIM
LAHHBIM U ApYTUM O0BeKTaM 3aLUTh].
YCTaHOBIEH NOPSIAOK, 0OecTeHHBaOUIi
COXPaHHOCTh JoKyMeHTauun Ha CK3H,
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MaIIHHHBIX HOCUTeNeH HHPOPMALHH ¢
KoMmIiekTamu Bocctanosienust CK3H,
HocHTeneH kioveBoii, napoabHOH 1
ayTeHTHpUUUpYIoLIeil HHPopMaLuu.
HokymenTtauus Ha CK3U u ykasaHHble
HOCHTENN XPaHSTCS B YCITOBHSAX,
IPEenaTCTBYIOMNX CBOOOAHOMY ROCTYNY K
HUM HMOCTOPOHHUX JIMI]

[Nonyuenye B pamkax
NpEeROCTARICHHBIX
TIOJIHOMO4MH, a TaKXKE B
pesynbTate HaOIIOACHUH
cnenyrowmei
nudopmaruu:

CBeIEHUH 0 PU3NUECKUX
MeEpax 3aliiThl OGBGKTOB,
B KOTOPbIX Pa3MelleHbl
pecypcet UCT1H;
CBEJICHHI 0 Mepax 1o
obecreyeHno
KOHTPOJHPYEMOIT 30HbI
06bEKTOB, B KOTOPBIX
pa3MeLleHbl Pecypesl
NCIx;

CBENIEHUH 0 Mepax 1o
pasrpaHHuUeHHIO 10CTyIa
B TIOMELLEHHNS, B KOTOPBIX
HaxoJsTCst KOMIIOHEHThI
WCI1JH, Ha KOTOPBIX
peanusoranbl CK3U n
cpena
(bYHKUHMOHHPOBAHUS

AKTyanbHO

Hcnosnp3oBanue MITATHRIX
cpeiacts UCIIH, B
KOTOPO# HCIoNb3yeTcs
CK3U, orpanuvenHoe
peaNn30BaHHBIMH B
HUCINH mepamy,
HanpasJieHHBIMH Ha
npeJlOTBPAINEHUE U
nipeceyeHue
HECAHKUHMOHHPOBAHHAIX
JleficTBult

AKTyanLHo

Quznyeckuit Z0CTYN K
koMnoHeHnraM MCI1]in,
Ha KOTOPBIX peanu3oBaHbl
CK3H u cpena
(hyHKLIHOHHPOBAHNS

HeakTyasnsHo

[Tposoasitcst paboTel no ronbopy
COTPYAHHKOB, IPNBUJIETHPOBaHHbIE
riosp3oBareny UCITJIH Ha3HavaroTes u3
qHclia JOBEPEHHBIX JIUIL
Ob6ecneuuBaeTcs KOHTPOJIUPYEMBIH
10CTYN (KOHTPONHpPYEMast 30Ha) B
aMHHHCTPATHBHbIE 31aHHs 1 (M)
noMeilieHus ¢ komnoxdentamu MCIT/Qn.
YKa3aHHBIC TTOMEIIEHUST OCHAILLEHBL
BXOAHBIMH ABEPLMH C 3aMKaMH,
YCTaHOBJIEH NOPAOK JOCTYTIA B OTH
[TOMELIEHUS, NPENITCTBYFOLUHH
BO3MOYKHOCTH HEKOHTPOJUPYEMOro
APOHHKHOBEHMUS WM NpeObIBAHNS JIHLL, He
UMeEIOLNX IIpaBa JOCTyna B HAX. B
pabouee BpeMs B Clly4ae yxo/a JIHII,
MMEIOIINX NPABO CaMOCTOSITENBHOrO
JOCTYTIa B YKa3aHHbIe NOMELIECHNUS, a
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Tak>ke B Hepabouee BpeMs IBEPH 3THX
MOMEIUEHHH 3aKphIBAIOTCS HA KIIIOY,
JloCcTyIT MOCTOPOHHUX JIML B MOMEIeHMS
¢ xomnonentamu MCITJIH nonyckaercs
TONBKO B IPUCYTCTBUH JIHL,, HMEIOLINX
NpaBo CaMOCTOATENLHOTO JOCTYA B
JlaHHble TOMEILEHHS Ha BpeMs,
OrpaHn4eHHoe cayxebHoi
HeoOxonumocTho. [1pu aTom
npeANPUHUMAIOTCS MEPhl, UCKITIOHAKOLIUE
BO3MOXKHOCTb JOCTYTIA MOCTOPOHHUX NUL
K 00pabaThiBaeMbIM IIEPCOHATILHBIM
JAHHBIM ¥ IPYTUM 00BEKTaM 331 Th]

Bo3moxHOCTE
pacronarath WiH
BO3ICHCTBOBATE HA
anaparHbie KOMITOHEHTHI
CK3H u cpeny
(yHKIHOHHPOBAHNS,
orpasuyeHHas MepamHy,
peann30BaHHBIMH B
HCT1H, B kOTOpOH
ncnonsayercs CK3Y,
HarrpaBJIECHHbIMH Ha
npenoTBpAILCHUE H
npeceveHune
HECaHKLMOHUPOBAHHBIX
JeHCTBUI

HeaktyanpHo

Ba3oBoro (HH3KOro) NoTeHLUHaa
HapyLIMTENS HEOCTAaTOUHO JJIst
peanu3aluy yrposbl.

[Mposoparcs paboTel 1Mo noadopy
COTPYAHUKOB, MPUBHUIErHPOBAHHDIE
nons3oBarend MCIIJIH HasHavaloTes u3
yycna AOBEPEHHBIX UL,
O6ecneyHBaeTcs KOHTPOJHPYEMBIii
JIoCTYN (KOHTPOJHpYyeMast 30Ha) B
AAMUHMCTPATNBHBIE 3JaHMs 1 (M)
nometeHus ¢ komnoneHtamu MCI/Tx.
VYKa3aHHpIE TOMELLEHNS OCHAILEHBI
BXOHBIMH JABEPHMU C 3aMKaMH,
YCTaHORBJIEH MOPSA0K AOCTYNA B 3TH
MOMELIEHHS, TPEenITCTBYIOLINA
BO3MOXHOCTH HEKOHTPOJINPYEMOTO
NPOHUKHOBEHMS WK NpeObIBaHUS UL, He
MMEIOMUX NpaBa J0CTyNa B HUX. B
pabouee BpeMs B Cllydae yxola Juil,
WMEFOLIHX TTPaBO CaMOCTOATENBHOTO
JIOCTYIa B YKa3aHHBIE IOMELIEHHS, a
Takxke B Hepabouee BpeMs ABEPH ITUX
TMOMELICHUH 3aKPBIBAOTCS Ha KITIOY.
JlocTyn TTOCTOPOHHUX NHL B MOMEIIEHUs
¢ xomnorerTamu MCIIJ{H nomyckaeTcs
TOJIBKO B MPUCYTCTBHH JINL, HMEIOIINX
TIpaBoO CaMOCTOSTENBHOIO AOCTYIA B
JIaHHBIE MOMELLEHUS Ha BPEMS,
orpaHudeHHoe ciryxebHoi
HeobxoaumocTsio. Tpy 3TOM
NpeNNPUHUMAIOTCS MEpPbl, HCKITIOYAoLLUME
BO3MOXHOCTB JOCTYNAa IOCTOPOHHUX JIHIY
K 06pabaThiBaeMbIM NePCOHANBEHBIM
JNaHHBIM | APYruM o0BbeKTaM 3autuTh!.
OcyLiecTBISeTCA pasrpaHUyeHue,
pErucTpauys v yyeT NJoCTyna
nons3oBateneii UCTTIH x o6bexTam
3aIMUTHI C UCTIONIB30BaHNEM
OpraHu3allMOHHbIX Mep H CPECTB
MCT1In. TlpaBamu aiMUHHCTPUPOBaH K
HCTI]IH obnanatoT TOIBKO
TIpHBHIErMPOBAHHEIC NOTH30BATENH

Cosnanme criocobos,
NOATOTOBKA U
MpOBEIeHHE aTakK C
MpUBIEYEHHEM
CIIENMAIINCTOB B 00/1aCTH
aHajn3a CUrHajoB,

HeaxtyansHo

He ocymectpnsercs obpabotka
CBEJIEHUH, KOTOPbIE MOrYT NPENCTABINTE
HHTEpeC VI pealnn3auii BO3MOKHOCTY,
Bricokas cToNMOCTE H CJIOKHOCTb
TIOATOTOBKY PEaIN3alli BO3MOMHOCTH,
Jinsg UCTT]IH akTyaJibHEI YTpo3bl
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COTIPOBOKAAIOLIMX
(hyHKIMOHNpPOBaHHE
CK3H u cpensl
(YHKUHOHMPOBAHNS, U B
00J1aCTH HCTTOAL3OBAHUS
JUISL peaTM3allMi arak
HeJJOKYMEHTHPOBAHHBIX
(He nexyiapupOBaHHbIX)
BO3MOXKHOCTEH
NPUKJIAJAHOTO
OporpaMMHOro
obecreyenus

0€30MacHOCTH NEPCOHANBLHBIX JaHHBIX
TPETHEro THNA, HE CBA3AHHBIC C HATHUMEM
HEeJJOKYMEHTHPOBAHHEIX (He
JeKNapHPOBaHHBIX) BO3MOXKHOCTEH B
VICTIONB3YEMOM CHCTEMHOM U NPUKIAAHOM
nporpaMMHOM obecTieyeHn|

ITposenenne
naGopaTopHBIX
nccheporannii CK3H,
HCTIONB3YEMBIX BHE
KOHTPOJIMpYeMOM 30HE,
OTpaHH4eHHOEe MepaMH,
peanH30BaHHEIMH B
HCI1H, B kOTOpPOIT
ucronesyercs CK3U,
HarpaBJieHHbIMI Ha
NpeoTBpalleH’e 1
npeceyeHue
HECAHKIIHOHMPOBAHHEBIX
JeHcrBrii

HeakrtyanbHo

He ocymiectsnsercs obpaborka
CBeJICHHUH, KOTOPBIE MOTYT NPEICTABNSATE
UHTEpeC (MOTHBALMIO) YIS PeaTU3aLuH
BO3MOXHOCTH.

Bbicokast CTOMMOCTE ¥ CHOKHOCTD
ITOJIFOTOBKY PETH3aLMH BO3MOKHOCTH

[Mposenenne pabot 1o
CO3AaHUI0 CTIOCOGOB U
CPE/CTB aTaK B HayuHO-
ucclleIoBaTeNbCKHX
HeHTpax,
CrIeLIHaJIM3HPYFOLIHXCS B
obacTy pa3paboTku 1
aHann3a CK3HU un cpeny
(YHKLHOHUPOBAHHS, B
TOM YMCIIE ¢
VICTIOTE30BAHNEM
UCXOIHBIX TEKCTOB
BXOJALIErO B CPe/bl
(YHKIIHOHUPOBAHHS
NPUKAATHOTO
porpaMMHOro
obecneyennd,
HeNOCPE/ICTBEHHO
WCMOJIB3YIOMEro BbI30BbI
nporpaMMHBIX QyHKINH
CK3U

HeakryanbHo

He ocyecrensercs o6paborka
CBeZICHHH, KOTOPbIE MOTYT NMPEeACTARNITh
HHTEpec (MOTHBALMIO) AJIS peaiiulanum
BO3MOXKHOCTH.

Bbicokas CTOMMOCTH U CNIOXKHOCTh
MOATOTOBKH pPeallu3alli BOIMOXHOCTHU

10.

Cozaanne cnocobos,
TIOJITOTOBKA U
MPOBEJICHUE aTak C
NPUBJIEYCHHEM
CreHanucToB B 061aCTH
WCIONBb30OBaHYS [Ts
peanu3aniy aTak
HEAOKYMEHTHPOBAHHBIX
(He neKnapupOBaHHBIX)
BO3MOXHOCTEH
CHUCTEMHOI'0
NporpaMmMHOro
obecneyenus

Heaktyaneno

He ocymectaisietcs obpaborka
CBENCHMH, KOTOPbIE MOTYT IPEACTABNATD
MHTepecC VIS Peani3aluyi BO3MOKHOCTH.
Bricokas CTOMMOCTb H CA0XKHOCTh
MOATOTOBKH peai3alyi BO3MOXKHOCTH,
Jns UCTI 11 akTyasnbHbl ypo3bt
6e30macHOCTH ePCOHANBHBIX JaHHBIX
TPETLEFO THIIA, HE CBA3aHHbBIE C HATHYIIEM
HEJOKYMEHTHDORAHHBIX (He
IeKIapUpOBaHHBIX) BOZMOXKHOCTEH B
HCTIONB3yEeMOM CUCTEMHOM H NTPUKIIAJHOM
nporpaMMHOM obecrieyeHnH




11. | Bo3MOXHOCTD HeakTyaiibHo He ocymecransieTcs oOpaborka
pacnonararh CBEJCHMI, KOTOpbIE MOTYT MPEACTaBIATH
CBEICHUSAMH, HHTEpeC (MOTHBAIHIO) JUIS PeaTH3aliuu
coiepKalUMUCS B BO3MOXHOCTH.
KOHCTPYKTOPCKOH OTCYTCTBYET B HANUYHH
JOKYMEHTaLUW Ha KOHCTPYKTOpCKas AOKYMEHTaLus Ha
arnraparHblC 1 annapaTtHsie U HpOFpaMMHBIE
NporpamMmHbIe KOMITOHEHTBI CpeJIbl (PYHKIIHOHUPOBAHUS
KOMMOHEHTHI Cpeibt CK3U1
(yHKIHOHUPOBAHUS
CK31

12. | Bo3MOXHOCTD HeaxtyansHo He ocyuiectrisiercs o6paboTka

pacnoJjarate WK
BO3JIeiCTBOBATL Ha
MOObIE KOMIIOHEHThI
CK3HU u cpeast
GYHKUHOHUPOBAHHS

CBEJCHMII, KOTOPBIE MOTYT lIPEICTaBIATE
UHTEpEC (MOTUBALINIO) 11 Peasii3alliy
BO3MOXKHOCTH.

bazoBoro (H13Kk0ro) norenuUana
HApyWHTENs HEAOCTATOUHO U
peayn3alui yrpo3sl




